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Willkommen Zu Der Wunderbar Wagen. 

Stuttgart nach Munich in der neu Lexus RX 330: 
218 kilometers that will forever change the world 
of automotive luxury. Matthias Muench 









Achtung Deutschland. As a proud German automotive 
journalist* I have always taken our leadership for grant¬ 
ed—but not anymore. When I first laid eyes on the new 
Lexus RX330. I immediately realized that the world has 
been put on notice, again. My journey began in Stuttgart. 
One word describes the acceleration of the 230-horse- 
power, 3.3-liter, VVT-i engine: schnell. Once on the 
Autobahn, I easily reached 180 kph. In fact, I had to 
remind myself that this was not a Sportwagen, but an SUV, 


...the World has been put on notice, again... 

— Matthias Muench 



because at speed the suspension lowers to enhance 
aerodynamics and ride.t As I drove past the best of what 
Deutschland has to offer, the symbolism was difficult to 
ignore. We in Germany have been overtaken by the only 
vehicle in its class with a Rearview Camerat and Dynamic 
Laser Cruise Control^ not to mention the Adaptive Front 
Lighting System^ that turns around curves. As I arrived 
at the outskirts of Munich, I finally understood what they 
mean by, "The passionate pursuit of perfection!' 



THE NEU LEXUS RX. THE FACTS. 

What more can you say about a technologically luxurious vehicle that features a Power Rear 
Door,* 11-speaker Mark Levinson® Premium Audio System* DVD Rear-Seat Entertainment* 
Class-Leading Fuel Economy,* and everything else that makes a Lexus a Lexus? Wunderbar. 
TECHNISCHE SPECIFIKATION: 

0-60 Acceleration 7.7 seconds (FWD)** MPG 20 city/26 highway IFWD)* 

Horsepower 230 HP @ 5.600 RPM Drag Coefficient 0.35 

Torque 242 Ib-ft @ 3.600 RPM Turning Circle 37.4 ft 


I AM A CISCO 7960G 
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I AM MORE TALK 
AND LESS WALK. 

I HAVE MORE WAYS OF GETTING PEOPLE TALKING. BUT I AM 
NOT ALL TALK. I AM VOICE AND DATA, BOTH ON THE SAME TEAM. 

I HAVE THE POWER TO PUNCH TIME CLOCKS, LISTEN TO EMAIL 
AND SCHEDULE APPOINTMENTS. I HAVE THE POWER TO SAVE 
VALUABLE MILEAGE ON OFFICE MOVES AND IT. STAFF SHOES. 

I AM A SECURE, PINT-SIZED PRODUCTIVITY EXPERT THAT DELIVERS 
SUPER-SIZED ROI. I AM MORE THAN A CISCO 7960G IP PHONE. 



Cisco Systems 


THIS IS THE POWER OF THE NETWORK. nOW. 



cisco.com/convergencenow 
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How do flowers get to where they're going? Truth be told, it's easier said 
than done. But by using HP servers and PCs, now your neighborhood FTD 
can operate like a big, global company; first receiving orders, 
then accessing a huge network of business partners who deliver them 
virtually anywhere in the world, within a day. Technology really is a 
beautiful thing, isn't it? www.hp.com/plus_ftd 
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TECHNOLOGICAL MCCARTHYISM 

lmost 50 years ago, in April of 1954, Vannevar Bush 
testified before a government review board in 
defense of J. Robert Oppenheimer. It was the heyday 
of McCarthyism, and Oppenheimer, an atomic- 
bomb pioneer, was being investigated for his oppo¬ 
sition to the hydrogen bomb and his alleged left-wing 
associations. Bush, who had headed virtually all civilian military 
research during World War II, warned that the hearing ran the 
danger of “being interpreted as placing a man on trial because 
he held opinions, which is quite contrary to the American sys¬ 
tem.” He continued, “If you want to try that case, you can try 
me. I have expressed strong opinions many 
times. They have been unpopular opinions at 
times. When a man is pilloried for doing that, 
this country is in a severe state. Excuse me, 
gentlemen, if I become stirred, but I am.” 

And excuse me if I am also stirred—by 
events today. Having great faith in American 
openness and democracy, I have always found 
it hard to understand how McCarthyism took hold. Certainly, 
during my adulthood, this country’s democratic values have 
been periodically tested. But still I couldn’t see how anything as 
extreme and widespread as McCarthyist ultranationalism could 
reappear. After reading “Biotech’s Big Chill,” which begins on 
page 40,1 am no longer so certain. The story outlines how, in 
response to terrorism, the United States government is increas¬ 
ing restrictions on foreign students and limiting the access of 
both foreign and U.S. citizens to various materials and lines of 
research—mostly biological. While some of these changes are 
reasonable, I fear that on the whole we are coming perilously 
close to something similar to McCarthy’s 1950s. 

“Biotech’s Big Chill” is written by Daniel J. Kevles, a noted 
Yale University historian and a contemporary observer of sci¬ 
ence and technology in society. He is also a member of the Sci¬ 
ence, Technology, and Law Panel of the National Research 
Council (the principal operating arm of the National Academy 
of Sciences and the National Academy of Engineering), which 
has considered some of the emerging issues in science and 
national security. Kevles, of course, speaks for himself alone. In 
his piece, he notes that during the Red Scare scientists came 
under scrutiny because of past or present political affiliations— 
and that they could theoretically be cleared of suspicion by 
repudiating those affiliations or any “dubious” actions. “In con¬ 
trast,” he writes, “what makes a scientist suspect today is his or 
her nationality, which is difficult to modify, or ethnicity, which 
is unchangeable.” Such restrictions, coupled with other new 
rules and regulations, Kevles concludes, “may pose difficulties 
for contemporary biology that are far more chilling than those 
prevailing in early Cold War physics.” 

I’m not saying the government is wrong to act. Indeed, 
some new restrictions—namely, increased controls on biologi¬ 


cal agents such as Ebola and anthrax—are entirely prudent. But 
the government has also categorically excluded certain research¬ 
ers, those coming from nations on its list of state sponsors of 
terrorism, from working with these agents. That seems both 
lazy—there are such things as background checks, after all— 
and undemocratic. And it’s just the edge of the storm cloud 
looming on the horizon for foreign researchers in this country. 

Under the latest controls, all foreign nationals from 25 
countries entering the U.S. to study anything , not just biology, 
must be registered in the government’s new tracking system. 
Anyone from this list of nations must be fingerprinted, photo¬ 
graphed, and interviewed by the immigration service. What’s 
more, if foreign students stay in the U.S. after graduation, they 

Restraints on foreign students have 
impaired research collaborations, 
prevented talented scientists and engi¬ 
neers from entering the country, and 
hampered international conferences. 

must be tracked for three years by their alma maters—which 
must submit regular updates to federal authorities. 

Kevles’s article homes in on biology and biotechnology, 
fields in which foreigners represent a significant portion of the 
work force—and where the aura of restraint and caution is 
especially strong. In part because the new climate discourages 
foreign nationals from working for U.S. firms, and in part 
because it discourages sharing of information among col¬ 
leagues, “it could,” Kevles writes, “thus threaten the engineering 
of therapies and cures and as such place at risk the very com¬ 
petitiveness of the nation’s biotechnology industry.” But the 
ramifications go far beyond biotechnology. A December 2002 
statement by the presidents of the National Academy of Sci¬ 
ences, the National Academy of Engineering, and the Institute 
of Medicine concludes that constraints on foreign students and 
visitors in the name of national security have already had “seri¬ 
ous unintended consequences for American science, engineer¬ 
ing, and medicine.” This important statement cites as evidence 
of these consequences impaired research collaborations, the 
prevention or delay of approvals for “outstanding young scien¬ 
tists, engineers, and health researchers” to enter the country, 
and the hampering of international conferences. 

U.S. science and technology, and indeed economic growth, 
have always benefited from a continual influx of talented for¬ 
eigners who embrace democratic ideals and opportunities and 
therefore stay in the country—where they make wonderful con¬ 
tributions. Increasingly, these talented people have many other 
options in Europe and Asia. Especially if another terrorist event 
occurs, and we knee-jerk our way to even more restrictions that 
make them feel like second-class citizens, more will choose not 
to come, or not to stay—and the nation will suffer. I can just 
hear Vannevar Bush becoming stirred again. —Robert Buderi 
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A NEW WAY TO LIGHT 

hile new LEDs are twice as effi¬ 
cient as incandescent bulbs, they 
don’t come close to matching fluores¬ 
cent lights (“LEDs vs. the Lightbulb TR 
May 2003). LEDs have a potential light 
output of 30 lumens per watt, as com¬ 
pared to 10 to 15 for incandescents; but 
fluorescent tubes that fit into regular 
light sockets produce 69 lumens per 
watt. Although it is true that fluores- 
cents will not challenge LEDs for traffic 
lights or for automobile taillights 
because of the harsh environments in 
which they operate, LEDs have a long 
way to go before becoming common 
household appliances. 

Jacques Liard 
Gatineau, Quebec 

M any of the current efforts to produce 
white light use phosphors to convert 
blue or ultraviolet light into longer wave¬ 
lengths. But how well controlled is the 
blue itself? The day will come when 
municipalities consider this technology 


for streetlights, and it would be criminal 
to emit as much blue as we do now with 
our current technology. Besides the 
unpleasant glare, we would continue to 
condemn the night sky to invisibility. 

Michael Carnes 
Arlington, MA 


MORE COMFORTABLE SURVEILLANCE 

he best way to make observations is 
not by recording enormous 
amounts of data and then processing it 
all the time (“Surveillance Nation— 
Part Two,” TR May 2003). Instead, we 
should use “smart” surveillance systems 
that constantly observe, but go into 
alert mode and record data only when 
there is a noticeable change from the 


common pattern of behavior. In this 
case, there would be no need to record 
useless amounts of data, and everyone 
would feel comfortable—unless they 
were doing something wrong. 

Kahren Ayrapetyan 
North York, Ontario 


MAKING PEER-TO-PEER PAY 

he record companies just don’t get it 
(“Curbing Peer-to-Peer Piracy,” TR 
May 2003). Peer-to-peer can be excruciat¬ 
ingly slow, sound quality can be inconsis¬ 
tent due to poor encoding, the ID3s (data 
for identifying songs) are often wrong, 
and fde names are not consistent. If I were 
in the record companies’ shoes, I’d set up 
powerful server farms on large pipes, col- 
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"We should use'smart'surveillance systems 
that constantly observe, but record data 
only when there is a noticeable change 
from the common pattern of behavior." 





DO DRAGONS FE 








lect reasonable monthly fees, and send 
out high-quality, unrestricted MP3s of 
every song in my entire catalogue. Give 
the artists a fair share of the proceeds and 
watch them rake in the money. 

David Sewhuk 
Rochester, NY 

INVENTION INTERNATIONAL 

s an inventor with a patent, I read 
Evan I. Schwartz’s article (“Patents 
Go Global,” TR May 2003) with interest. 
He discusses the issue of “first to file” ver¬ 
sus “first to invent” as if current proce¬ 
dure can be easily changed. But “first to 
invent” is a Constitutional right, which 
will require an amendment to overturn. 
The definition of inventor includes the 
idea of novelty, meaning the invention 
was not previously known. Clearly, if an 
invention is previously known, the person 
applying for the patent is not the inventor 
but has merely rediscovered something 
already known by someone else. 

Henry Baker 
Encino, CA 


IN DEFENSE OF REGULATORS 

ichael Schrage insinuates that 
regulators, activists, and litigators 
are Luddites seeking to disrupt the 
introduction of new technologies with¬ 
out regard to their value (“Global 
Warning,” TR May 2003). He also pro¬ 
poses that the problems of companies 
such as Monsanto stem from “consis¬ 
tently lobbing clumsy responses to pub¬ 
lic criticism.” If only that were true. 
There are deeper reasons activists and 
litigators are so active. Independent sci¬ 
ence conducted by well-funded govern- 
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ment regulators is the only ethical way 
to quiet activists who speak out against 
new technologies and processes. Such 
science would also go a long way toward 
preempting litigation. As for regulators, 
they are necessary in a world containing 
growing numbers of people and power¬ 
ful technologies. The present system is 
suspect due to the revolving door 
between agencies and the industries 
they regulate. 

Tom McGlamery 
College of Engineering 
University ofWisconsin-Madison 

Corrections: In the Patent Scorecard ( TR 
May 2003), the company name Magna 
International was misspelled. Also, Avaya 
is an independent company that is not 
owned by Lucent Technologies. 

“LEDs vs. the Lightbulb” (TR May 
2003) incorrectly implies that a typical 
incandescent bulb lasts about 8,000 
hours. That is roughly the life of a fluo¬ 
rescent bulb; incandescents shine for 
about 1,000 hours. 
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world-class facilities, business and marketing support and technical expertise. 
Right now, more than 500 foreign-owned firms are taking advantage of the Welsh 
Development Agency's package of grants and subsidies to build a presence in 
European markets. If you're passionate about growing your 
business overseas, contact the WDA today. 
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Technology Review Magazine presents a rare opportunity to spend two days with the most 
brilliant minds in a host of emerging technologies. Cutting through the clutter, this conference 
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each works, what it means to the current business landscape, market potential, key players, 
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decision makers from the technology, engineering, investment and management communities. 
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The Emerging 
Technologies 
Conference at MIT 


The Emerging Technologies Conference at 
MIT will focus on the technologies that are l 
poised to make a dramatic impact on our 
world. Technology Review Magazine, the 
authority on emerging technology, will 
bring together world-renowned innovators 
and key leaders in technology and business. 
The 2-day conference will feature a mixture 
of keynote, panel and breakout discussions 
that will center on the transformative tech¬ 
nological innovations that have the potential 
to fuel new economic growth. 
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STRAIGHT FROM THE LAB: TECHNOLOGY'S FIRST DRAFT 


WIRELESS MAINTENANCE 

As more and more universities and companies set 
up wireless networks to allow untethered Web 
surfing, network managers are finding out what a 
pain it is to maintain all the equipment that keeps 
such systems running smoothly. Network 
researchers Steven Wallace and Gregory Travis of 
the Advanced Network Management Lab at Indi¬ 
ana University have come up with an automated 
tool that will free wireless-network operators from 
tedious and expensive hours of manually measur¬ 
ing signal strength and recalibrating transmission 
equipment.The system marries software to a 
rotating on-site antenna that periodically mea¬ 
sures signal strength in all directions, then 
remotely makes any necessary adjustments to 
transmission devices. The Indiana researchers have already built a version of the technology 
able to manage small-business networks and are working on a more powerful version for uni¬ 
versity campuses and other large networks.That version will have enough range to help net¬ 
work administrators identify rogue users who are either monopolizing bandwidth or using 
the system illegally. Wallace and Travis hope to bring this technology to a mobile network 
near you sometime within the next year. 



MAKING DIABETES A GAME 

A new wireless game could help kids with 
diabetes stay healthy. Many of them don't 
record their blood-glucose levels properly, 
so they don't get the right doses of insulin. 
To play the game, developed at Harvard 
University and MIT,a kid checks her glu¬ 
cose level with a meter that beams the 
data to a personal digital assistant, into 
which she also enters her insulin dosages. 
The PDA wirelessly transmits that data to a 
central server and, after the day's third test, 
redownloads its most recent records.The 
child then guesses what her next glucose 
level will be, based on the trends she 
notices. Lori Laffel, a pediatrician coordinat¬ 
ing a study to test the game at Harvard's 
Joslin Diabetes Center, says kids playing the 
game check their glucose levels more often 
than those not playing. A larger study is 
planned for the end of the year, in prepara¬ 
tion for commercializing the game. 



MIGHTY MICROMIXER 

To make medical devices that analyze tiny amounts of fluid, researchers are building biochips 
with increasingly complex patterns of channels. At the University of Illinois at Urbana- 
Champaign, materials scientist Jennifer Lewis and structural engineer Scott White have devel¬ 
oped three-dimensional networks of channels that make fluids flow in ways that today's flat 
wafers can only dream of.The technology could yield chips for DNA and blood analysis able 
to handle more complex tasks, circulatory networks that pump chemical glues through self- 
healing materials, and even tiny but sophisticated chemical reactors.The new biochip's 
geometry—channels 10 to 300 micrometers in diameter that look like interconnected square 
spiral staircases—allows it to mix and process fluids in much less space than current planar 
chips.To fabricate the chips, a syringe dispenses 16 layers of a special "ink" in staircase pat¬ 
terns across a substrate layer of Teflon.The resulting structure is then coated with resin and 
heated; the heat melts the ink so it can be vacuumed away, leaving a network of channels that 
are modified to form mixing towers.The researchers have filed a patent on the technology. 


SHOT IN THE DARK 

If a gun goes off in an abandoned junkyard, 
does anyone hear it? The police do, at least in 
the handful of U.S.cities equipped with gun¬ 
shot detection sensors, which listen for 
weapons' acoustical signatures and clock the 
arrival of sound waves to triangulate their 
origin. But these sensors must be plugged 
into telephone lines, meaning they can't be 
installed in out-of-the-way places, and a 
separate detector is needed every 300 to 400 
meters to produce accurate results. Now New 
Orleans, LA-based Proxity Digital Networks is 
testing battery-powered detectors that can 
be clamped onto trees and poles and that 
communicate wirelessly with communica¬ 
tions towers up to five kilometers away.The 
Tulsa County, OK, sheriff's department is test¬ 
ing the system, which transmits information 
on the location of gunfire to 
officers on patrol. It can 
even identify specific 
types of weapons, 
which helps police "dis¬ 
patch a more effective 
response team specific 
to the situation," says 
Tulsa County sheriff 
Stanley Glanz. 

Wireless sensors listen for gunfire. 
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MARROW MEASURES 

In more than 30 years in emergency medicine, Larry Miller saw hundreds of patients who 
needed intravenous fluids or drugs immediately—but didn't get them because paramedics or 
doctors couldn't find a suitable vein. So the CEO of San Antonio,TX-based VidaCare, along 
with researchers at the University ofTexas Health Science Center in San Antonio, developed a 
device to take advantage of what World War II medics called "the noncollapsible vein": the 
bone marrow. After a caregiver injects a local anesthetic, the small, battery-powered drill 
inserts a hollow needle into the core of the shin bone, just below the knee, with the press of a 
button. From start to finish, hooking up a patient to fluids takes only 10 seconds or so, Miller 
says. Surveys show that paramedics can't start IVs for between 10 and 15 percent of patients 
who need them, translating to millions who could benefit from the drill each year. Miller 
expects U.S. Food and Drug Administration approval for the device by the end of the summer. 


MEAT MONITOR 

So far, mad-cow disease hasn't been detected on U.S. soil, but food safety experts are still keen 
to ensure that the burgers on the grill this summer don't carry the proteins that cause the dis¬ 
ease. A test developed at the University of Arkansas could help. It uses conventional infrared 
spectroscopy to examine ground meat for contamination with tissue from the central nervous 
system; such tissue is thought to carry the proteins and is forbidden in meats by the U.S. Depart¬ 
ment of Agriculture.The process, which could be integrated into meat production lines, is more 
sensitive than current methods, which sample only small amounts of meat using biological 
assays to find central-nervous-system proteins. Of particular concern, says Arkansas animal sci¬ 
entist and system coinventor Fred Pohlman, are automated meat recovery systems, which strip 
muscle from beef bones—including the spine. In a 2002 survey, about 35 percent of meat pro¬ 
duced by such systems was contaminated. Pohlman believes that with further development, the 
infrared scan could turn a potential burger nightmare back into a summer dream. 

POCKET BRAIN 

A computer's keyboard and screen are merely for interacting with its real guts: processor and 
memory. So why lug these interfaces around every time you want to take your computer across 
the hall? You won't have to, if the "Personal Server" project led by computer scientist Roy Want 
at Intel Research in Santa Clara, CA, succeeds. Want's team's prototype—roughly the size and 
weight of a deck of cards—has a 200-megahertz processors one-gigabyte flash memory card, 
a rechargeable battery, and a radio transceiver. Put it next to any computer equipped with a 
wireless card and special software, and the miniserver shows upon the desktop as a separate 
drive.The project grew out of recent advances in processor efficiency, memory capacity, and 
wireless transmission speeds, says Want."We've just crossed the threshold. Music, videos, text 
files—now you can put all of those things in your top pocket." Intel will commercialize the device 
once prices for the components hit a "sweet spot," says Want—which could happen within a year. 




A portable drill can start an IV in 
an emergency. 



TACTICAL TUTOR 

You're a tank commander in the U.S. Army. 
As your battalion approaches a bridge, 
you see that it's in enemy hands. Do you 
retreat, engage the enemy, or try to stop 
the flow of enemy troops crossing the 
river? That's a scenario posed by training 
software being developed by San Mateo, 
CA-based Stottler Henke.The software 
mimics a human tutor, examining the 
decisions a trainee makes on a simulated 
battlefield. Unlike existing training pro¬ 
grams, the system uses artificial intelli¬ 
gence to interact with the trainee in 
dialogues where there isn't one correct 
course of action. It also adapts to the 
user's individual strengths and weak¬ 
nesses, coming up with questions based 
on his or her battle plan. Currently, the 
interface is a keyboard and screen with 
maps and text, but programmers may 
design a new speech interface. Initial ver¬ 
sions of the software will be ready for use 
by the army within a year, says Eric 
Domeshek, the project's manager. Com¬ 
mercial applications abound, he adds— 
such as e-tutors for teaching marketing 
strategy in business schools. 
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WI-FI, LI-FI, AND MI-FI 

n any analysis of innovation, 802.11 is truly a prime num¬ 
ber. This evolving standard, better known as Wi-Fi, is the 
“it” protocol that’s won the same spectacular hype as 
(whisper it softly) the Internet itself. Oh, the good old 
days. I miss them. 

But while Wi-Fi undeniably inspires that intoxicating 
blend of expectation and excitement that leads to entrepre¬ 
neurial excess, it’s also the kind of technological platform 
that invites the best ideas. Wi-Fi’s combination of well- 
crafted technical standard and regulation-free deployment 
offers a robust model for digital development. Alas, whether 
this model is ultimately sustainable for marketplace develop¬ 
ment remains an open question. After all, the ongoing explo¬ 
sion of network innovations has hardly improved the finan¬ 
cial health of the telecom industry. 

Which is why Wi-Fi makes such an interesting case study 
in the economics of innovation adoption. For example: does 
the rise of Wi-Fi make telephone compa¬ 
nies’ underutilized fiber backbones more 
valuable or less valuable? 

That’s a multibillion-dollar question in 
the United States alone. Who knows? I 
don’t. But it’s not a bad bet that by increas¬ 
ing the number of settings where people 
can use their computers, ubiquitous Wi-Fi 
will dramatically increase bandwidth demand rather than 
radically reduce it. 

That would surely give the telecom industry powerful 
economic incentives to treat Wi-Fi as a potential “force mul¬ 
tiplier” for its networks rather than a threat. Perhaps that’s 
why Bell Canada, Verizon, and other phone companies say 
they intend to turn their cell-obsoleted pay phones into Wi¬ 
Fi access points. 

Then again, to the extent that Wi-Fi capabilities super¬ 
sede—rather than complement—cellular, fiber, and copper 
nets, the technology subverts existing telecom business mod¬ 
els. So should these companies embrace Wi-Fi or strangle it? 
An old political adage comes to mind: “Keep your friends 
close and your enemies closer.” 

But let’s consider a bold rival approach to promoting 
Wi-Fi. This idea builds upon the open-source ideology of 
shared development and distribution, as well as “viral mar¬ 
keting,” which turns customers into resellers. The concept is 
to create a Wi-Fi cooperative that turns individual laptops 
into potential nodes, routers, and hubs of a global network 
analogous to the wireless-mesh networks being pursued by 
Intel, among others. 

So treat every laptop as a voluntary Wi-Fi hot spot. 
People could go online to retrieve software that effectively 
turns their machines into Wi-Fi access points. Instead of 
paying for broadband Internet subscriptions, individuals— 


and organizations—would agree to make their machines 
accessible to other machines, creating relays that eventually 
reach the Net. In the same way that individuals and institu¬ 
tions license their “free” access to open-source Linux, they 
would have “free” access to their open-source Wi-Fi. 

In acknowledgement of Linux, let’s call this approach Li- 
Fi. The more people who participate, the greater the number 
of access points and the denser and richer the networks. In 
the same way that Linux threatens Microsoft, Li-Fi could 
threaten traditional networking and telecom. 

But wait! How about Microsoft building this capability 
into its operating systems? In exchange for agreeing to turn 
your laptop into a shared hot spot/access point, Microsoft 
will give you free or discounted upgrades of its software. 
Bang—with its desktop/laptop dominance, Microsoft is now 
the biggest player in data networking. Call this approach 
“Mi-Fi.” (Bill, feel free to call me about this.) 

To be sure, just as there’s no such thing as a free lunch, 
there’s no such thing as a free innovation. Wi-Fi, however, 

How about Microsoft building Wi-Fi into 
its operating systems? You make your 
laptop an access point, and Microsoft 
gives you free upgrades. Call it "Mi-Fi." 
(Bill, feel free to call me about this.) 

comes appealingly close. Wi-Fi hot spots where passersby 
can piggyback, by invitation or not, on someone else’s wire¬ 
less network are already “war chalked” on the sidewalks of 
New York and San Francisco. Philanthropies have endowed 
“free” Wi-Fi access in parts of Manhattan and other metro¬ 
politan areas. Wouldn’t it be interesting if the increasing 
number of public-private partnerships that oversee public 
libraries, public parks, and other public spaces offered subsi¬ 
dized access? 

The purpose of these proposals is to remind innovators 
that in the end, Wi-Fi’s future will be determined less by its 
internal technological evolution than by the ways institu¬ 
tions and individuals are encouraged to adopt it. Increased 
density will in turn inspire innovative devices. Wi-Fi/Li- 
Fi/Mi-Fi-enabled pay phones are too obvious; I like the idea 
of 802.11-powered alarm boxes, fire hydrants, videocams, 
and baby carriages. 

Perhaps Wi-Fi, Li-Fi, and Mi-Fi promote a more cooper¬ 
ative economics of adoption—just as we saw with the 
TCP/IP protocol behind the Internet and the hypertext 
transfer protocol that powers the World Wide Web. That’s 
enormously exciting, even if it isn’t necessarily great busi¬ 
ness. Then again, just as the rise of Linux forces Microsoft to 
become more innovative, the rise of Li-Fi/Mi-Fi couldn’t 
help but drive greater Wi-Fi innovation. That’s the surest 
way to promote ubiquitous adoption, fiil 
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MONITORING MOM 

As population matures, so do 

E ric Dishman is making a cup of 
tea—and his kitchen knows it. At 
Intel’s Proactive Health Research 
lab in Hillsboro, OR, tiny sensors 
monitor the researcher’s every 
move. Radio frequency identification 
tags and magnetic sensors discreetly 
affixed to mugs, a tea jar, and a kettle, 
plus switches that tell when cabinet doors 
are open or closed, track each tea-making 
step. A nearby computer makes sense of 
these signals; if Dishman pauses for too 
long, video clips on a television prompt 
him with what to do next. 

It’s all part of a growing effort at Intel 
and other labs around the country to 
develop ways to help the elderly, and oth¬ 
ers who need assistance with everyday 
activities. Similar systems are in the works 
to monitor eating, sleeping, and medica¬ 
tion habits in order to allow older people 
to live independently for longer. Re¬ 
searchers are even working on systems 
that analyze changes in behavioral pat¬ 
terns over time to provide early warning 
of aging diseases such as Alzheimer’s. 

High-tech systems to monitor and 
assist the elderly are now becoming prac¬ 
tical, thanks to the falling prices of sensors 
and processors, increasingly sophisticated 
software, and the wide availability of 
high-speed Internet access. They are also 
becoming increasingly attractive as a 
business; in the United States alone, the 
number of people over age 65 is expected 
to hit 70 million by 2030, doubling from 
35 million in 2000, and similar increases 
are expected worldwide. “You’ve got 
many large technology companies like 
Intel suddenly noticing the aging demo¬ 
graphics and asking, ‘How will our future 
products fit into this space?”’ says Dish¬ 
man, who heads an Intel-led research 
consortium formed last year to develop 
monitoring technologies. 

One of the simplest, nearer-term sys¬ 
tems is under development by Honeywell 
Laboratories in Minneapolis, MN. The 
company is testing a home monitor for 
the elderly in seven assisted-living facili- 


assisted-living technologies 

ties in Minnesota and four homes in 
Florida. The Honeywell system starts with 
cheap, unobtrusive sensors set up around 
the home. Four to six motion detectors 
on the walls, plus a switch that detects 
when a pillbox is opened, are wired to a 
communications box in a closet which 
sends sensor information over the Inter¬ 
net to a processing station. There, soft¬ 
ware being developed by Honeywell 
compares what’s going on in the home— 
when a person gets out of bed, goes to the 
bathroom, and so forth—to patterns 
recorded during a calibration period. 

The goal of the software is to glean a 
picture of the person’s daily activities. 
Motion in the bathroom and the open¬ 
ing of a pillbox, for example, would tell 
the computer that the person is taking 
medication. Activity in the kitchen 
would indicate the person is eating or 
drinking. Lack of these signals at certain 
times, or decreased activity overall, 
would suggest something is wrong; the 
computer would then make a telephone 
call with a simple reminder such as “take 
your pills.” The system could also alert 
caregivers, via either a call or an e-mail. 
Honeywell expects to sell the system in 
three to five years; while the prototype 
costs $5,000, the commercial version 
should cost less than $500, says Tom 
Plocher, the project’s leader. 

The Intel consortium is developing 
even more sensitive ways to follow the 
activities of elderly people. Its research 
goes beyond motion detectors and pill¬ 
box sensors to include things like pres¬ 
sure sensors on an Alzheimer’s patient’s 
favorite chair, networks of cameras, and 
tiny radio tags embedded in household 
items and clothing that communicate 
with tag readers in floor mats, shelves, 
and walls. From the pattern of these sig¬ 
nals, a computer can deduce what a per¬ 
son is doing and intervene—giving 
instructions over a networked television 
or bedside radio, or wirelessly alerting a 
caregiver. Dishman says Intel will install 
the first trial systems in the homes of 


two dozen Alzheimer’s patients by early 
next year. 

Crucial to the most advanced sys¬ 
tems is software. It’s one thing to get 
raw sensor information, but quite 
another to figure out what the person in 
the home is actually doing, says Misha 
Pavel, a biomedical engineer at the Ore¬ 
gon Health and Science University in 
Portland, OR. Working with Intel, 
Pavel’s team is developing artificial- 
intelligence algorithms that deduce a 
person’s intent by building a statistical 
hierarchy of possibilities—say, making 
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A radio frequency identification tag on an ordinary 
dinner plate is part of an Intel system designed to help 
loved ones track whether an elderly person is eating. 


SAMPLING OF COMPANIES IN ELDERLY HOME-MONITORING 

| COMPANY 

TECHNOLOGY i 

GE Industrial Systems 

(Plainville, CT) 

Low-cost wireless sensing system that caregivers can access 

Honeywell Laboratories 

(Minneapolis,MN) 

Motion sensors and software that learns daily patterns of 
behavior in homes 


Intel Research Radio chips that track activity and software that detects 

(Hillsboro, OR) cognitive decline 


Matsushita Electric Works Interactive robot pets and advanced sensors to assist elderly 
(Osaka, Japan) nursing-home patients 


Motorola's iDEN Subscriber Smart cell phones that give reminders or directions and relay vital 
Group (Plantation, FL) signs to caregivers 


tea, cooking, or doing dishes—that is 
based on past experience. 

Longer term, software could even 
help detect disease. At the University of 
Rochester’s Center for Future Health, 
researchers are using networks of video 
cameras and powerful computers to 
detect changes in behavior and coordina¬ 
tion signaling early-stage neurological 
disorders. In theory, a home system might 
detect the onset of Alzheimer’s or Parkin¬ 
son’s disease before a patient deteriorates 
enough to seek a doctor’s help, says 
Philippe Fauchet, the center’s director. 

One possible sign of early-stage 
Alzheimer’s that a monitoring system 
could detect: a person standing in the 
kitchen for a few minutes without doing 
anything. And to spot early Parkinson’s 
symptoms, the Rochester researchers are 
developing machine vision algorithms to 
extract the movements of a person’s arms, 
legs, and torso from video shot from mul¬ 
tiple cameras in a room. This is the first 
step toward a software product that can 
detect very early Parkinson’s symptoms 
like decreased stride length and asymme¬ 
tries in arm swinging. But turning these 
algorithms into practical systems will take 
time; Fauchet predicts commercialization 
will take a decade. 

Health-care experts foresee no short¬ 
age of customers. Larry Minnix, president 
of the Washington, DC-based American 
Association of Homes and Services for 
the Aging, which represents 5,600 nursing 
homes and elder-care facilities, says con¬ 
sumers will pay handsomely for technolo¬ 
gies that keep them or their aging parents 
independent, alleviate caregiver burnout, 
and improve nursing-home care. “Good 
care is expensive, but inadequate care is a 
lot more expensive,” he says. Big tech¬ 
nology companies are betting he’s right, 
as they bankroll these systems’ transition 
from lab curiosities to demonstration 
models. “Two years from now, you will 
see many more trials of holistic home 
monitoring systems than exist today,” says 
Dishman. After all, these technologies are 
about improving the lives of the elderly— 
and developing new markets. Neither idea 
is likely to get old. —Gregory T. Huang 
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THE LAST LASER MILE 

T E L E C O M | While the telecommunica¬ 
tions industry still faces dark days, one 
technology can see light at the end of the 
tunnel. Called free-space optics, it uses 
window- or roof-mounted lasers to trans¬ 
mit data from main fiber-optic lines 
through the air to end users. When the 
technology was commercially introduced 
several years ago, only a few corporate 
clients signed on, seeking faster service in 
large office buildings. Big telecom carriers 
stayed away, convinced they had the capital 
to dig up streets and sidewalks to bring 
more-reliable, but far more expensive, opti¬ 
cal fiber to millions of individual customers. 

But bad times killed most of those 
plans, giving a boost to free-space optics as 
an affordable solution. In March,Terabeam 
in Seattle signed a deal with a Chinese 
telecom carrier, China Railcom,to provide 
free-space optical links to businesses in 
Shanghai. Free-space players LightPointe 
in San Diego and fSONA in Richmond, 
British Columbia, say they have similar 
deals in the works. Indeed, though they 
won't discuss current negotiations, compa¬ 
nies such as AT&T, Verizon, France Telecom, 
and Bell South have all recently completed 
trials of the systems. 

The attraction? Despite susceptibility 
to fog and the need for direct lines of 
sight, free-space links are cheap and can, 
unlike other wireless approaches, provide 
fiberlike bandwidth. Free-space compa¬ 
nies "will be able to sell to some carriers," 
says Lindsay Schroth, a broadband access 
analyst at Yankee Group, a Boston tech¬ 
nology consultancy. Such modest predic¬ 
tions are a far cry from the hubris 
common just a few years ago in the 
optical-communications industry, but at 
least some carriers are starting to see the 
light. —Erika Jonietz 


GENE THERAPY ADVANCES ON PARKINSON'S 

BIO T E C H | Patients with Parkinson’s disease often do well for years by taking levo- 
dopa—a drug their brain cells turn into dopamine, the neurotransmitter whose 
decline causes debilitating spasmodic movements. Eventually, though, the drug loses 
effectiveness, as the patient’s brain stops converting it, and symptoms worsen. But 
gene therapy—in which therapeutic genes supplement or replace missing or damaged 
ones—may keep the drug working much longer, offering hope that the lives of many 
Parkinson’s patients can be dramatically improved. 

Biologists at the University of California, San Francisco, have injected viruses car¬ 
rying an enzyme-producing gene, called AADC, into monkeys’ brains. The enzyme 
transforms levodopa into dopamine and could keep the drug working in late-stage 
Parkinson’s patients. Krys Bankiewicz, the UCSF gene therapist who is leading the 
study, says levodopa still controls the symptoms of test monkeys suffering from a 
severe, chemically induced form of Parkinson’s three and a half years after gene trans¬ 
fer. “There are no adverse effects that we can detect, and it’s efficacious,” he says. 
Indeed, Bankiewicz is cautiously optimistic that a very small human trial, which 
would also require injections into the brain, could begin as early as the end of the year. 

While this approach could help patients with advanced Parkinson’s, the long¬ 
term goal is to slow or halt the disease’s early progression. A different gene, called 
GDNF, could help by protecting and perhaps regenerating dopamine-producing neu¬ 
rons. While much work is still needed—for one thing, the researchers must find a way 
to effectively turn the gene on and off—Jeffrey H. Kordower, director of the Research 
Center for Brain Repair at Rush Presbyterian Medical Center in Chicago, hopes that 
clinical trials could take place within three years. 

As a means of tackling Parkinson’s, gene therapy is gaining momentum. In Feb¬ 
ruary, a consortium of scientists at seven research centers—organized by University 
of Rochester neuroscientist Howard Federoff and including Bankiewicz and Kor¬ 
dower—received $8.8 million in federal funding to pursue gene therapy for Parkin¬ 
son’s. Richard Mulligan, a gene transfer expert at Harvard Medical School, says 
questions remain—including which gene is best—but that some form of gene 
therapy could very well prove effective as a Parkinson’s treatment. “It’s really an 
excellent disease target for gene therapy,” he says, because the therapeutic genes 
need to be delivered to a specific location in the brain, which is difficult for other 
therapeutics to reach. If the consortium is successful, it will be a victory for both the 
field of gene therapy and millions of Parkinson’s patients. —Erika Jonietz 
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Red areas in these positron emission tomography images of monkey 


brains reveal rtiore activity after genes are injected (bottom row) 
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INNOVATION 


Unsorted nanotubes in solution appear black (far left).Conduct- 



THE NANO SORTER 

DuPont uses DNA to sort carbon nanotubes by conductivity 


NANOTECHl You think it’s hard keep¬ 
ing your tube socks organized? Try sort¬ 
ing carbon nanotubes, those remarkable 
molecules whose electrical properties 
make them potential building blocks for 
everything from ultrasensitive diagnostic 
devices to transistors 100 times smaller 
than those in today’s fastest microchips. 
Trouble is, when nanotubes are fabri¬ 
cated, they’re a mixed bag; some are elec¬ 
tricity conductors, while others are 
semiconductors. Since a number of prac¬ 
tical electronics applications demand 
nanotubes of uniform conductivity, sort¬ 
ing technologies are needed. 

Researchers at DuPont in Wilming¬ 
ton, DE, say they’re beginning to solve the 


problem using another remarkable mole¬ 
cule: DNA. The results are literally visible. 
A pink-colored vial of nanotubes in solu¬ 
tion contains highly conducting nano¬ 
tubes; other vials, with greenish hues, 
hold semiconducting ones. “One of the 
central goals of the field at the moment is 
to separate nanotubes, because there are 
applications where having mixtures of 
semiconducting and metal versions is a 
real hindrance,” says R. Bruce Weisman, a 
chemist and nanotube researcher at Rice 
University. “If they’ve got vials of sepa¬ 
rated nanotubes, that is a big result.” 

The DuPont researchers found that 
single-stranded DNA tends to wrap 
around the nanotubes, forming a stable 


structure. To enlist this property to sort 
nanotubes, they engineered DNA to 
selectively attach to nanotubes with spe¬ 
cific conductivities. Then they used stan¬ 
dard lab techniques to separate the 
DNA-nanotube hybrids according to the 
natural charge of the DNA, which is dif¬ 
ferent for different sequences. The 
attached nanotubes go along for the ride. 

The company has several goals in 
mind, says Tim Gierke, a chemist at 
DuPont, which published the results in 
the journal Nature Materials. First, the 
researchers plan within a year or so to use 
DNA-nanotube hybrids in prototype sen¬ 
sors for medical diagnostics. For this 
application, they would marry nanotubes 
with DNA sequences that bind to com¬ 
plementary sequences of a pathogen’s 
DNA; the nanotube would register the 
binding electrically. Longer term, sorted 
nanotubes—after being heated to unravel 
the DNA-nanotube hybrid—could be 
used as switches or other elements in 
molecular electronic devices. DuPont 
might even find itself becoming a sup¬ 
plier of custom batches of nanotubes. 
“We haven’t sorted out just exactly how 
we want to consider that business oppor¬ 
tunity,” Gierke says. But at least the nano¬ 
tubes themselves are now beginning to 
get sorted. —David Talbot 


HELP FOR HANDHELDS 


INTERFACES] The common desktop inter¬ 
face of personal computing—clicking links,file 
names, and tabs to navigate everything from 
the Web to Microsoft Word—works fine on your 
PC but not on the tiny screens of handheld 
devices, which rely on cumbersome adaptations 
like drop-down menus and scrolling. Now, the 
first interface that completely replaces these 
methods with the simpler method of zoom¬ 
ing—alternating levels of magnification—is 
headed to the handheld market. 

Users initially see a bird's-eye view of icons 
or text blocks representing basic information 
categories.They click to get a closer view and more 
information and pan between categories, without needing tools 
like the "back" button or drop-down menus, says Maximilian 
Riesenhuber, chief science officer of GeoPhoenix of Cambridge, MA, 
which is bringing the product, called Zoominator,to market this 
summer.The GeoPhoenix move follows a zooming trend. Already 


familiar in common tools like Web-based maps, 
zooming is showing up in more applications. For 
example, Windsor Interfaces of University Park, 
MD, a startup founded by University of Maryland 
computer scientist Ben Bederson, plans to market 
a photo browser that allows users to pan across, 
and zoom in on, hundreds of thumbnail images, 
even if they are located in different folders. As a 
result, users won't have to remember individual 
photos' names; they will be able to identify them 
quickly by looking at their thumbnails. 

As more people use handhelds or tablet PCs 
instead of laptops—and styluses instead of key¬ 
boards—zooming will speed into the marketplace, says Ken Perlin, 
a computer scientist at New York University."Zooming interfaces 
are physical and direct," he says. Riesenhuber says his goal is not 
only to present information in an intuitive way, but"most impor¬ 
tantly, that you can access it from any kind of device." Long term, 
that might make it zoom to deskbound PCs, too. —Megan Vandre 
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INNOVATION 


COMPUTER IMMUNITY 

Better anti-hacking tools attack invaders 

SOFTWAREI For years computer scientists have dreamed of 
building computer security software as effective and versatile 
as the human immune system, which can swiftly overwhelm 
even intruders it has never seen before. Such a software tool 
would free programmers from having to antici¬ 
pate and respond to the changing 
array of attacks hackers use; 
instead, it would simply allow 
a computer to understand its 
own normal behavior and 
shut down deviant processes. 

Now such systems are 
finally going commercial. An 
intrusion prevention system 
from Sana Security of San 
Mateo, CA, is protecting pri¬ 
vate customer data for com¬ 
panies like Smith and Hawken, 
a catalogue and Internet re¬ 
tailer in Marin County, CA. 

Smith and Hawken officials say 
none of the many attempts to 
infiltrate their computers have 
succeeded since they began a trial run 

of Sana’s software in mid-2002, and that hands-on monitoring 
has been reduced by dozens of hours a week. “I’ve heard the 
immune system analogy before in the security business, and usu¬ 
ally my eyes roll up in my head,” says Eric Ogren, a senior analyst 
and computer security specialist at Boston technology consul¬ 


tancy the Yankee Group. “What makes Sana unique is the way 
their software is able to automatically learn.” 

In the body, immune cells learn to recognize invaders by 
assuming that unfamiliar patterns on the surfaces of cells are for¬ 
eign. Sana’s software, launched commercially in March, uses a 
similar trick. It learns a computer’s typical pattern of “system 
calls,” or requests that a program issues to the operating system 
in order to carry out actions such as reading or writing 
on a disk. “When someone is 
using a flaw in a program to 
gain access to a system, they 
are typically forcing the sys¬ 
tem to do something un¬ 
usual,” says Sana founder 
and chief scientist Steven 
Hofmeyr. “Our ‘self’ is really 
the sequence of normal sys¬ 
tem calls, and ‘nonself’ is 
those that are caused when 
the system is attacked.” 

There’s a big incentive to 
upgrade security: a California 
law going into effect this sum¬ 
mer will require companies to 
notify—and possibly pay dam¬ 
ages to—customers whose private 
information is exposed through com¬ 
puter breaches. Sana has a handful of competitors, including 
Hewlett-Packard and IBM, that are also using lessons from 
human physiology to automate computer security. But consider¬ 
ing it took millions of years for immune systems to evolve, it may 
be a while before the market selects a winner. —Wade Roush 



BUSTING UP BACTERIAL GANGS 


B I O T E C H I By speaking the language of 
bacteria, researchers from the State Univer¬ 
sity of New York at Buffalo have made a 
critical advance in the development of 
what could be a new class of antibiotics. 
Such drugs could eventually combat a host 
of currently incurable infections—including 
those caused by Pseudomonas aeruginosa, 
a bacterium that chronically infects nearly 
70 percent of cystic-fibrosis patients. 

Most antibiotics block bacteria's ability 
to synthesize proteins or cell membranes, 
says biochemist Hiroaki Suga, who led the 
effort, but "our approach targets a com¬ 
pletely different system."That system is a 
means of communication that many 
species of bacteria use to gang up on their 
hosts. Alone, these bacteria are often harm¬ 
less and susceptible to regular antibiotics. 


But once they reach a critical density and 
begin to communicate through chemicals 
they emit, they cooperate to boost their 
virulence and evade traditional treatments 
by, for example, forming slimy biofilms. 

Previous efforts to develop drugs that 
disrupt bacterial communication have 
focused on naturally occurring chemicals. 
Suga instead synthesized a library of mole¬ 
cules from scratch by tinkering with the 
structure of one of the communication 
chemicals found in Pseudomonas. Several of 
Suga's new molecules blocked the bacte¬ 
ria's conversation; such molecules could be 
used with conventional antibiotics to more 
effectively target the microbes. 

Suga's molecules aren't strong enough 
to be used as drugs, says the University of 
Texas at Austin's Walter Fast, a medicinal 


chemist, but their development marks an 
important step forward. And, Fast says, 
"Hiro's approach is definitely generalizable 
to other bacteria." Suga has filed a patent 
on the technology and is fielding corporate 
interest."We hope to discover more potent 
antagonists," he says,"so that we can get 
closer to developing a real drug in the 
future." Such drugs could bust up even the 
toughest bacterial gangs. —RebeccaZacks 



Biofilms (left) blocked (right) by new molecule. 
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THE END OF END-TO-END? 

ne of the fundamental design principles of 
today’s Internet is so basic and so important 
that few users have ever heard its name; they 
just assume its existence. It’s called “end-to- 
end,” and some disturbing new developments 
are putting it in jeopardy. The end-to-end principle asserts 
that information pushed into one end of the Internet should 
come out the other without modification: the Net should act 
like a big, fat, dumb, digital pipe. 

End-to-end operates on many levels. When you try to 
download a news Web page, for example, the two ends might be 
CNN’s server and your browser. End-to-end dictates that the 
Internet shouldn’t modify CNN’s data packets as they move 
through the network. It thus guarantees that the page you 
receive is the same one CNN sent. Who could argue with that? 

Many people, it turns out. End-to-end pushes a lot of 
power to the endpoints, but it also saddles them with some 
important duties. One such responsibility is 
security. If some hacker sends you an “attack 
packet,” it’s the job of the network to deliver 
that packet, no questions asked. Too bad if 
you haven’t installed the security patch. That 
sounds harsh, but it is preferable for users to 
have this kind of control than to cede it to 
network administrators. 

For a good example of a network that’s not end-to-end, 
think of today’s cell-phone networks. When I call my friend 
Jesse’s cell phone, I call a phone number that’s out in San 
Francisco. But the network knows that Jesse is actually in 
Boston: the call gets routed out to California then back to 
Boston, and Jesse’s phone rings. All of this involves a tremen¬ 
dous amount of work on the part of the network—too much 
work for end-to-end. When I talk, the network takes my voice, 
compresses it, turns it into packets, and sends those packets 
down a low-bandwidth digital wireless network to Jesse’s 
phone. The quality of what he hears is determined by the net¬ 
work, not by our phones. 

If the cell-phone network were end-to-end, my phone 
would use a registration server to find where Jesse’s phone is 
located. It would then open up a channel to his phone, negoti¬ 
ate with his phone to find a mutually acceptable voice com¬ 
pression scheme, and the two phones would start exchanging 
digital packets. Suddenly the network is dumb and the cell 
phones are smart. 

So what’s the advantage of end-to-end? Innovation. With 
an end-to-end cell-phone system, Jesse and I could upgrade to 
a better voice compression system just by buying new phones: 
nothing else in the network would have to be modified. We 
could also add three-way or four-way or even five-way calling, 
just by sending out more packets. You can’t do either of these 
with today’s cell-phone networks. 


Of course, if Jesse and I have end-to-end phones, we’re not 
limited to using cell-phone networks. We could just as easily use 
the Internet through wireless Net access at a university or a 
Starbucks. And that’s the real threat of end-to-end: by putting 
the intelligence in the endpoints, end-to-end turns the cell¬ 
phone network—or any other network—into a commodity. 

On the Internet, end-to-end promotes competition by 
making it easy for users to switch from one network provider 
to another. If I don’t like the service I’m getting from my 
broadband digital subscriber line (DSL) connection, I can 
swap it out for a high-speed cable modem. Sure, my com¬ 
puter’s Internet Protocol address will change. But thanks to 
end-to-end, that address really doesn’t matter. 

End-to-end is such a basic principle that just about any 
tinkering with it is bound to cause problems. Consider those 
Internet service providers that have toyed with blocking unso¬ 
licited junk mail: a few customers wanted their spam and 
resented any e-mail filtering by the provider. Other customers 
discovered that some legitimate e-mail was accidentally being 

The basic principle underlying the 
Internet promotes competition and 
makes it easy for users to switch from one 
network provider to another.That's why 
some companies want to kill it. 

filtered out along with the tasteless promotions for Viagra and 
cheap refinancing (see “Spam Wars,” p. 32). 

Another way to break end-to-end is to modify packets so 
that they go somewhere other than their originally intended 
destinations. That’s what the government of China did earlier 
this year when it ordered the country’s Internet service 
providers to replace Google’s home page with a China-based 
search engine. Packets were intercepted and rewritten on the 
fly. China was thus forcing the service providers to violate the 
end-to-end principle: it shouldn’t be the job of the network to 
reroute your packets to a competing Web server or block them 
because the content is deemed illegal. 

Nevertheless, most Internet service providers would like 
to be able to violate end-to-end as they see fit—blocking 
spam, filtering out viruses, and perhaps even suppressing 
advertisements. They would like to make customers depen¬ 
dent on these “enhanced” network services so that it would be 
harder than ever to switch providers. Then they might start 
dabbling in other end-to-end infringements, like rewriting the 
results of Google queries, inserting advertisements directly 
into your e-mail, and even mining your Web-browsing habits 
so that they can more easily target advertisements. 

Whenever you hear a company bragging about the great 
services it can offer directly in its network, understand that it 
is trying to kill end-to-end. Personally, I’d rather have a dumb 
network, a pair of smart endpoints, and a future. 113 
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SPAM FIGHTER: CipherTrust's 
Paul Judge, chair of the Anti 
Spam Research Group, 
concedes that defenses 
against spam can lead 
to more being sent. 


SPAM KING: Alan Ralsky 
spewed tens of thousands 
of e-mail sales pitches per 
hour, bringing on the 
wrath of Verizon. ^ 


JUNK E-MAIL NOW ACCOUNTS 


FOR MORE THAN HALF OF ALL 


MESSAGES SENT AND IMPOSES 


HUGE PRODUCTIVITY COSTS. NEW 


WEAPONS ARE HELPING STEM THE 


TIDE, BUTTHE SPAMMERS ARE A 
WILY AND WILLFUL BUNCH, AND 
AN ONLINE ARMS RACE IS 
SPIRALING OUT OF CONTROL. 
BY EVAN I. SCHWARTZ 
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perating 20 computers in an abandoned schoolhouse in Rockford, IL, 
Jay Nelson worked with relatives to set up more than a dozen shell 
companies, renting equipment and Web hosting services using 
aliases such as “Art Fudge.” Nelson and his associates then “hacked into 
AOL e-mail accounts,” states one legal motion filed by AOL, and overwhelmed 
members with links to pornographic Web sites such as pamsplayhouse.com. 



Spam control central: Brightmail's 

Logistics and Operations Center monitors 
e-mail traffic to sniff out spam attacks. 
Brightmail says its filters process 10 
percent of the world's e-mail. 


In 1999, AOL won a court injunction bar¬ 
ring Nelson from such activities and fin¬ 
ing him $ 1.9 million; nonetheless, he and 
his colleagues subsequently sent another 
billion e-mail messages—triggering 25 
percent of AOL’s spam-related customer 
complaints over the next two years. 

Alan Ralsky, by contrast, seems 
almost respectable. While trying to over¬ 
come a past littered with fraud convic¬ 
tions, a court-ordered fine, personal 
bankruptcy, and a brief jail stint, Ralsky 
in 1997 heard about a new Internet 
opportunity. Repudiating pornography to 
his wife, Ralsky rented mailing lists and 
set up servers in his basement, according 
to media interviews he gave last year. 
Pitching mortgages, vacations, and online 
pharmacies and casinos on behalf of oth¬ 
ers, he boasted of thousands of dollars per 
week in sales commissions. After moving 
into a $740,000 house in a Detroit suburb, 
Ralsky set up another basement operation 
that was soon spewing tens of thousands 
of messages per hour, relayed through 
servers in Dallas and in Canada, China, 
Russia, and India. In 2001, Verizon Inter¬ 
net Services sued Ralsky, charging him 
with unauthorized use of its network. 

Nelson and Ralsky are just two of the 
many faces behind spam. But according to 
Jon Praed, an attorney with the Internet 
Law Group, an Arlington, VA, firm hired 
by the plaintiffs in both of these cases, big- 
time spammers have a common profile. 
“They have not been successful in any¬ 
thing else,” he says. “They are hackers 
gone bad, or they are crooks gone geek.” 
They also sit at the center of far-flung 
conspiracies to conceal their actions. (Nei¬ 
ther Nelson nor Ralsky returned phone 
calls from Technology Review.) 

The spam crisis is hardly a secret. But 
few could have imagined it would get this 
bad this fast. More than 13 billion un¬ 
wanted e-mail messages swamp the Inter¬ 
net per day, worldwide. This tsunami of 
time-wasting junk will be a $10 billion 
drag on worker productivity this year in 
the United States alone, according to San 


Francisco-based Ferris Research. In a per¬ 
verse analogy to Moore’s Law of microchip 
processing power, the number of daily 
spam messages is doubling roughly every 
18 months, according to the Radicati 
Group, a Palo Alto, CA, market research 
firm specializing in electronic messaging. 
Having risen from 8 percent of all e-mail 
in 2000 to more than 40 percent by the end 
of 2002, spam has now reached a majority, 
according to studies from several anti¬ 
spam software companies. Conceivably, 
spam could soon represent 90 percent of 
all e-mail, says David Heckerman, who 
heads the Machine Learning and Applied 
Statistics group at Microsoft Research, 
which is working on anti-spam technolo¬ 
gies. If that happens, he says, “a lot of 
people will just stop using e-mail.” 

“Spammers are gaining control of the 
Internet,” says Barry Shein, president of 
Brookline, MA-based The World, which 
started in 1989 as the first commercial 
provider of dial-up Internet service. Shein 
has been spending an increasing number 
of nights and weekends—the witching 
hours for spammers—trying to block bar¬ 
rages of spam that appear so suddenly 
that they threaten to overwhelm his ser¬ 
vice. He’s constantly adding new spammers 



nesses,” says John Mozena, cofounder of 
the Coalition against Unsolicited Com¬ 
mercial E-mail (CAUCE), an advocacy 
group.“There are 24 million small busi¬ 
nesses in the U.S. If just 1 percent got your 
e-mail address and sent you one message 
per year, you’d have 657 additional mes¬ 
sages in your in-box every day. That is our 
nuclear-winter scenario.” 


SOFTWARE WHIZZES ARE RUSHING TO FORM TEAMS AND COMPANIES 
TO DEVELOP BETTER WAYS TO HALT PROLIFERATION OF JUNK E-MAIL. 
BY 2007, SPAM-STOPPING SHOULD GROW TO A $2.4 BILLION BUSINESS. 


to a “blacklist” used to block all e-mail 
from rogue Internet addresses, but that’s a 
Band-Aid. “They change their network 
identities every couple of hours,” and then 
sometimes launch “revenge attacks,” Shein 
says. And spammers are ever alert to fresh 
prey: according to a study conducted by 
the Federal Trade Commission, someone 
who uses a brand new e-mail address in an 
online chat room could get hit with spam 
as quickly as nine minutes later. 

The problem could easily grow 
beyond anyone’s control. “Our concern is 
not so much for the pom and the herbal 
Viagra as it is for the legitimate busi- 


To avert such a catastrophe, elec¬ 
tronic warriors are fighting the scourge of 
spam using three principal tactics. The 
first involves the rapid adoption of spam- 
blocking-and-filtering software by con¬ 
sumers, corporate networks, and Internet 
service providers. Anti-spam software is 
expected to grow into a $2.4 billion indus¬ 
try by 2007, up from about $650 million 
now, according to a Radicati Group fore¬ 
cast. But that alone won’t win the war. 
The second, newer approach involves 
instituting more drastic changes in the 
way e-mail and the Internet work, per¬ 
haps imposing new costs to send mes- 
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sages or developing the ability to trace e- 
mail messages like phone calls. 

The third tactic is a legal one, involv¬ 
ing not only better law enforcement and 
prosecution of spammers but even a ban 
on all unsolicited commercial e-mail. To 
beat back the persistent, rising tide of 
spam, it’s probably necessary to engage on 
all three fronts at once. “We move based 
on what we anticipate from the enemy, 
and then the enemy reacts,” says 
Microsoft’s Heckerman. “We’re already 
up five levels of prediction.” Everyone 
expects further escalation—while hop¬ 
ing that e-mail as we know it won’t be 
destroyed in the process. 

An Anti-Junk Arsenal 

s one of the most daunting com¬ 
puter science problems to come along 
in years, the spam jam has triggered the 
Internet’s version of a Manhattan Project. 
Hundreds of software whizzes are form¬ 
ing teams and companies in search of the 
ultimate way to halt mass proliferation. At 
the first-of-its-kind Spam Conference at 
MIT in January, the overcapacity crowd of 
almost 600 was speckled with PhDs writ¬ 


ing scientific journal entries, young pro¬ 
grammers wearing beards and backpacks, 
and P.R. pros touting the latest anti-spam 
services and software. The scene struck 
some participants as rather pathetic. 
“There are some very bright people here,” 
The World’s Shein told the conferees, 
“and what are you spending your time 
doing? Blocking penis enlargement ads.” 

Despite deep divisions among this 
assemblage on who has the best tools for 
eradicating spam, there’s broad consen¬ 
sus on one point: if there’s one thing 
worse than a piece of junk e-mail, it’s the 
prospect that a spam filter will stop a 
legitimate message from reaching its 
recipient. That’s why there are two impor¬ 
tant numbers one needs to know about 
the spam filters now in use or under 
development: the filtration percentage 
(the proportion of junk mail blocked) 
and the false-positive rate (the proportion 
of normal mail blocked). A 95 percent fil¬ 
tration rate is considered good, according 
to Paul Judge, head of the Anti Spam 
Research Group, started in February as a 
new branch of the Internet Research Task 
Force, a professional society. Many filters 
claim even higher filtration rates, he says. 


but those tend to run the risk of the 
unacceptable false-positive rates of .1 
percent or higher—meaning that one in 
1,000 normal messages would be lost. 

Spam fighters are relentlessly add¬ 
ing new weapons to their arsenal. San 
Francisco-based Brightmail maintains one 
of the most widely used filters, which has 
been installed on corporate e-mail servers 
as well as the user networks of EarthLink, 
Verizon, Comcast, and Microsoft’s Hot¬ 
mail. The filter processes about 10 percent 
of the world’s e-mail flow, says Enrique 
Salem, the company’s CEO. Brightmail 
has set up more than one million ran¬ 
domly generated “decoy” e-mail addresses, 
such as Dxodtl9@anydomain.com. Since 
no human is attached to these accounts, no 
one can possibly claim that their owners 
ever authorized a marketer to communi¬ 
cate with them. Within days, weeks, or 
sometimes months, these phony addresses 
will begin receiving spam. 

How can an e-mail address that’s nei¬ 
ther listed nor used start receiving spam? 
The answer is the “dictionary attack.” So- 
called spambots not only harvest e-mail 
addresses posted on Web sites but connect 
to the major Internet service providers 
and systematically send standard address 
verification requests to guessed addresses, 
beginning with “aaa, aab, aac,” or by try¬ 
ing “DrDebra25a, DrDebra25b, DrDe- 
bra25c.” Such programs are often included 
with spam kits sold by organized syndi¬ 
cates. Whenever these programs fail to 
receive a “user unknown” type of message 
in reply, they add that address to a list of 
valid addresses, to be sold to other spam¬ 
mers (see “Spreading Spam,” p. 36). 

An Internet service provider can 
sometimes detect such a breach and throw 
the attacker off the system, but the attacker 
will attempt to connect seconds or min¬ 
utes later, from a seemingly different 
Internet location. According to the 
Spamhaus Project, a U.K.-based volunteer 
organization funded by a British Web 
hosting company, earlier this year both 
Hotmail and MSN were buffeted by such 
an attack at the rate of three to four tries 
per second, round the clock, for at least 
five months straight. (Microsoft, which 
runs both of the targeted services, says it 
has identified the alleged perpetrators 
and is pursuing legal action in U.S. district 
court in San Jose, CA.) 

Brightmail’s decoy method is aimed at 
minimizing the damage of such attacks. 
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Spreading Spam 


A spammer harvests valid e-mail addresses using a "dictionary attack/ 


Software systematically guesses 
e-mail addresses and opens a 
connection to an unsecured 
"open proxy server." 


DrDebra25a@hotmail.com 

DrDebra25b@hotmail.com 

DrDebra25c@hotmail.com 

DrDebra25d@hotmail.com 

DrDebra25e@hotmail.com 

DrDebra25f@hotmail.com 

DrDebra25g@hotmail.com 

DrDebra25h@hotmail.com 

DrDebra25i@hotmail.com 

DrDebra25j@hotmail.com 

DrDebra25k@hotmail.com 


0 

The open proxy server, 
which disguises the spammer's 
identity, relays requests 
for verification of each 
of the addresses. 


DrDebra25a@hotmail.com 

DrDebra25b@hotmail.com 

DrDebra25c@hotmail.com 

DrDebra25d@hotmail.com 

DrDebra25e@hotmail.com 

DrDebra25f@hotmail.com 

DrDebra25g@hotmail.com 

DrDebra25h@hotmail.com 

DrDebra25i@hotmail.com 

DrDebra25j@hotmail.com 

DrDebra25k@hotmail.com 



Software sorts the responses 
and adds the valid addresses to 
the spammer's mailing list. 

DrDebra25e@hotmail.com I 



© 

The open proxy 
server routes responses to 
the verification requests back 
to the spammer. 


DrDebra25a@hotmail.com 

DrDebra25b@hotmail.com 


DrDebra25c@hotmail.com 

DrDebra25d@hotmail.com 


| DrDebra25e@hotmail.com | 


DrDebra25f@hotmail.com 


DrDebra25g@hotmail.com 

DrDebra25h@hotmail.com 


DrDebra25i@hotmail.com 


DrDebra25j@hotmail.com 


DrDebra25k@hotmail.com 


When the in-box of Dxodtl9@hotmail. 
com receives a message, Brightmail’s soft¬ 
ware compresses that message into a 
unique 512-bit “signature,” which is added 
to the database of known spam. The data¬ 
base is updated constantly, and a new ver¬ 
sion of it is transmitted several times per 
hour to Brightmail’s more than 600 cor¬ 
porate customers. Any message that comes 
reasonably close to matching a known 
spam signature is automatically flagged as 
unsolicited. Eventually these pieces of pre¬ 
sumed junk are deleted en masse. “It’s like 
a sting operation,” Salem says. 

Brightmail excels in its extremely low 
false-positive rate. It will block only about 
one in a million legitimate messages, for 
a rate of .0001 percent. The big short¬ 
coming of this kind of filtering is that it 
doesn’t do a terribly good job of actually 


blocking junk. A new piece of spam, or 
even a significant twist on an old spam, 
will probably make it through. Indeed, 
Brightmail’s Salem claims only a 92 per¬ 
cent filtration rate—and large customers 
such as Microsoft and EarthLink peg the 
actual rate at more like 70 percent. That’s 
why Brightmail is only used as a rough fil¬ 
ter—and why it doesn’t come close to 
tackling the overall problem. 

Smarter Shields 

eeking a more perfect form of relief, 
tens of thousands of users have down¬ 
loaded open-source filters (most popularly, 
Spam Assassin) or purchased commer¬ 
cialized versions such as McAfee’s Spam- 
Killer. A collection of statistically valid 
rules created by humans, these “heuristic” 


filters stand guard at the user’s in-box and 
scan every incoming message for tip-off 
terms such as “Viagra,” “VIAGRA,” or 
even “V*I*A*G*R*A,” plus improbable 
return addresses, strange symbols, embed¬ 
ded graphics, and fraudulent routing infor¬ 
mation, indicating the message is of 
dubious origins. After applying hundreds 
of rules, the filter scores each message, 
discarding those whose scores exceed a 
threshold value. Spam Assassin and 
SpamKiller typically exhibit filtration rates 
higher than 95 percent and false-positive 
rates of about .1 percent, according to 
Matt Sergeant of MessageLabs, a maker of 
Spam Assassin improvements. 

This relatively high false-positive rate, 
however, is troubling to some users. After 
all, much legitimate e-mail has some of 
the same traits as spam. Sergeant concedes 
that newsletters that were requested by 
users will occasionally be discarded. That 
flaw has led to novel solutions such as col¬ 
laborative filters, in which users vote as to 
which messages should be deemed spam. 

SpamNet, from San Francisco-based 
Cloudmark, is one example of a program 
that deploys democracy in this way. An 
add-on to Microsoft’s Outlook e-mail 
program, SpamNet starts filtering spam 
automatically upon installation. If enough 
trusted users designate a message as spam, 
that message ends up in the spam folders 
of Cloudmark’s entire base of 420,000 
users. “When a new person joins, they 
get the benefit of the community,” says 
Vipul Ved Prakash, Cloudmark’s founder 
and chief scientist. False positives are 
rarer under this approach, and users also 
have the option of clicking “unblock” on 
any messages in their spam folders. But 
there are drawbacks: SpamNet demands a 
higher level of user vigilance, and it 
requires that Cloudmark’s remote servers 
examine all incoming e-mail before pass¬ 
ing it on. 

To fend off spam that penetrates other 
defenses, computer scientists have turned 
to the 18th-century probability theory of 
English mathematician Thomas Bayes. 
Published in 1763, two years after his 
death, Bayes’s “Essay towards Solving a 
Problem in the Doctrine of Chances” 
provides a blueprint for determining the 
likelihood of future events. Since one per¬ 
son’s spam can be another person’s invi¬ 
tation to a pleasurable afternoon, Bayesian 
spam filters learn over time what each 
individual considers unwanted e-mail. 
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Stopping Spam 

Trainable "Bayesian" filters are emerging as one of the most potent anti-spam weapons. 
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The filter notes which messages you open and assigns terms from subject lines probabilities 
of indicating spam. In this first batch/'Directions from masspike" is assigned the lowest 
probability of indicating spam; the unopened messages are assumed to be spam, and the 
words in their subject lines are classified accordingly. 



The user's treatment of the next day's batch of e-mail helps the filter refine its probabilities. 
Words that have non-spam uses (like "hot") are no longer sure signs of spam. Using such a 
Bayesian filter for a few days yields high filtering rates with few false positives. 


When a user deletes several unopened 
messages about mortgage refinancing, 
for instance, a Bayesian filter learns to dis¬ 
card e-mail with that kind of terminology. 
If you typically do read such messages, 
however, the filter will take note of that 
and consider it normal e-mail. 

Because Bayesian filters can be 
trained, their effectiveness improves over 
time, typically attaining filtration rates of 
99.8 percent, along with a false-positive 
rate of a mere .05 percent. “If every¬ 
one’s filter has different probabilities of 
different messages getting through, it 
makes it harder for the spammers,” says 
Paul Graham, an independent Cam¬ 
bridge, MA, programmer. Last August, a 
link to Graham’s article “A Plan for 
Spam” on slashdot.org jump-started a 
rush to Bayesian filtering. These kinds of 
filters, Graham says, will break the busi¬ 
ness model of the spammer. It costs 
about $200, he continues, to send one 
million messages—an endeavor that 
typically yields about 100 responses. If 
those 100 people spend an average of $2 
each, the spammer breaks even. The 
goal, Graham says, is to drive response 
rates down to around one in a million so 
that “it would no longer be economical 
for a spammer to consider such a busi¬ 
ness proposition.” 

Microsoft Research has taken this 
probabilistic approach even further. 
Standard, so-called naive Bayesian filters 
treat each word or feature in an e-mail 
independently, but Microsoft claims its 
new filter, which is offered as an option 
in MSN 8 software, learns probabilities 
for words, phrases, and other dis¬ 
tinguishing characteristics that com¬ 
monly appear together. It might flag 
messages containing the phrase “make 
money from home” and “click here” that 
are sent from servers based in Hong 
Kong and that have random characters 
in the subject line. Microsoft’s Hecker- 
man claims that, by correlating patterns, 
his filter exhibits an even lower rate of 
false positives. 

The monkey wrench is that spam is 
not an inanimate adversary, but rather a 
tool of wily and willful humans. In fact, the 
very effectiveness of spam filters may actu¬ 
ally be making the problem worse. If half 
of a batch of spam gets thrown into the 
digital garbage can, the spammer will tend 
to respond by sending twice as much spam 
the next time. “As you put more filters in 


place, spammers become more deter¬ 
mined, and the spam will increase,” says 
the Anti Spam Research Group’s Judge, 
who is the chief technology officer at 
CipherTrust, an Alpharetta, GA-based 
provider of e-mail security systems. 

To balance the higher volume, Judge 
says, spammers simply find ways to lower 
their costs, such as enlisting servers based 
in China or India, where labor is cheap. 
What’s more, as spammers mount a 
counterattack against Bayesian methods, 
spam is tending to look more and more 
like non-spam. For example, a message 
that says, “Hi Jim, have you seen the 
party pictures—take a look!” may not 
raise red flags, because it doesn’t con¬ 
tain any obvious spam terms. When spam 
begins to look exactly like messages from 
friends and colleagues, filters may fail. 


Crippling the Attackers 

T hat’s why anti-spam researchers are 
cooking up more-systematic treat¬ 
ments. Referring to spam as a “plague,” 
Mark Petrovic, vice president of R&D at 
Internet service provider EarthLink, notes 
that today’s e-mail system was designed 
20 years ago for small numbers of people 
who already knew one another. “The pos¬ 
sibility of sending body part enlarge¬ 
ment ads was unheard of,” he says. 
Stemming the tide of spam, he says, will 
“require a cooperative solution to aug¬ 
ment the basic way e-mail works.” 

The most widespread of these mea¬ 
sures is a blacklist of the sort used by 
Shein and other Internet service providers. 
Also maintained by startups such as 
SpamCop and NetBlocks, and by non¬ 
profits such as CAUCE and Spamhaus, 
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blacklists are collections of Internet Pro¬ 
tocol addresses, domain names, and server 
farms that have been implicated in spew¬ 
ing spam; any mail originating from these 
tainted places will be blocked. But black¬ 
lists are imprecise: they often fail to keep 
pace with spammers, who constantly fal¬ 
sify their network locations, while some¬ 
times blocking legitimate users. Indeed, 
blacklists sometimes halt e-mail from 
entire countries with high spam rates. E- 
mail originating in China and South 
Korea, in particular, has periodically been 
blocked from much of the Internet. 

The inverse of the blacklist is the white 
list—a preauthorized address book main¬ 
tained by users. An option in AOL 8.0, for 
instance, causes any message from senders 
not on the high-priority list to be dis¬ 
carded. This method also tends to trash e- 
mail you might want, though, and requires 
a high degree of maintenance; every time 
you make a new contact, you have to add 
a name to the white list. Aside from these 
drawbacks for their users, blacklists and 
white lists also are “wreaking havoc” on 
legitimate mass e-mailers, says Paul Soltoff, 
CEO of SendTec, a direct-marketing firm. 
After all, many companies (Technology 
Review among them) send out electronic 
newsletters and other promotional 
materials. These aren’t as obnoxious as 
the come-ons that most of us consider 
spam, and yet they are just as 
vulnerable to being blocked 
through the widespread use of 
blacklists and white lists. 

Another drastic anti-spam 
measure strikes at the heart of 
the Internet’s culture: imposing 
new costs on sending e-mail. 

“Paying to send e-mail may be 
anathema to almost every¬ 
body,” says Robert Hettinga of 
Internet Bearer Underwriting, 
a startup in Boston. “But even¬ 
tually, bits of money will be 
attached to e-mail messages.” 

Just as paper mail requires 
postage, e-mail would require e- 
stamps. A charge of one-tenth 
of a cent per e-mail, for 
instance, would hardly be 
noticeable to ordinary users but 
would levy a $1,000 tax on 
someone sending a million 
messages at once. Any piece of 
e-mail sent without an e-stamp 
would be automatically blocked. 


Others favor imposing a cost not in dollars 
but in the sender’s computer time. Your PC 
would have to solve a quick mathematical 
problem for each message it transmits, 
barely affecting senders of normal quan¬ 
tities of e-mail but crippling a spammer’s 
microprocessor. Such a “computational 
cost” approach is being developed at 
Microsoft Research and in an open-source 
effort called Camram (see “Making Spam 
Expensive,” TR April 2003). 

The World’s Shein proposes an Inter¬ 
net market trade association, which would 
be an “e-mail clearinghouse,” run by a 
group of e-mail providers. Such an orga¬ 
nization would sell legitimate bulk mail¬ 
ers special license codes in return for 
royalties based on the size of the mailings 
they are sending. Spammers who buck the 
system would be tracked down and sued 
by clearinghouse lawyers using funds set 
aside from the royalty pool. “The goal is to 
monetize the processing of bulk e-mail,” 
Shein says. He derives the idea from the 
long-established model by which radio 
stations and performers pay royalties to 
songwriters based on the formulas of 
another clearinghouse: the American 
Society of Composers, Authors, and Pub¬ 
lishers. Elements of such a plan are already 
being adopted by the big three of e-mail 
providers—Microsoft, Yahoo!, and AOL— 
who announced in April that they are 


banding together to develop a way of cre¬ 
ating a white list for legitimate marketers. 
The group has yet to announce whether 
participating marketers will pay to main¬ 
tain a new infrastructure, but Shein 
guesses that things are heading that way. 

For such a plan to work, future e- 
mail will have to be traceable. The tele¬ 
phone system has survived, in part, 
because there have always been ways to 
track phone calls back to their sources 
and find those who abuse the network. 
“Filtering e-mail without being able to 
establish identity is essentially futile,” says 
EarthLink’s Petrovic. He cites the problem 
of spam masquerading as real e-mail. “If 
my wife says, ‘I’d like to spend some time 
with you this evening,’ I will react differ¬ 
ently than if a stranger says the same thing. 
I need to know who is talking to me before 
I can evaluate the meaning of the message.” 
Indeed, Petrovic adds, the anonymity of e- 
mail is central to the spam phenomenon. 
If we cannot determine who is sending 
messages, all other spam-blocking mea¬ 
sures will ultimately fail. 

Establishing such traceability would 
require fundamental changes to the basic 
protocol that governs all e-mail transmis¬ 
sion. Called the Simple Mail Transport 
Protocol, or SMTP, it is the 20-year-old 
language that virtually all e-mail software 
speaks in order to move messages around 


Seven Ways of Sifting Spam 


FILTERING APPROACH 

COMPANY 

PRODUCT 

"Signature-based" filtering 

Brightmail (San Francisco, CA) 

Anti-Spam 


Cloudmark (San Francisco, CA) 

Authority 


SurfControl (Congleton, England) 

E-mail Filter 

"Collaborative”filtering in which users 
vote on which messages constitute spam 

Cloudmark (San Francisco, CA) 

SpamNet 

"Gateway" corporate network that 

Computer Associates (Islandia, NY) 

eTrust 

intercepts spam before it reaches 

CipherTrust (Alpharetta, GA) 

IronMail 

desktops 

ActiveState (Vancouver, British Columbia) 

PureMessage 


NetlQ (San Jose, CA) 

MailMarshal 


IntelliReach (Dedham, MA) 

Message Screen 

"Heuristic,"or rule-based, content filtering 

McAfee Security (Santa Clara, CA) 

SpamKiller 

in which a filter scans e-mail for junk mail 

SpamAssassin 

open-source software 

tip-off terms 

Elron Software (Burlington, MA) 

Message Inspector 


Matterform (Espahola, NM) 

SpamFire 

Bayesian, or probability-based,filtering 

Microsoft (Redmond, WA) 

MSN 8 

that learns each user's definition of spam 

Spammunition 

freeware 

"Circle of trust" clearance, which only lets 

Habeas (Palo Alto, CA) 

Sender Warranted E-mail 

through e-mail from preauthorized users 

AOL (Dulles, VA) 

white-list feature 

"Vaccinating/'which hides users' 

Matterform (Espahola, NM) 

Spam Vaccine 

e-mail addresses from spammers 

Sneakemail (Marblehead, MA) 

Sneakemail 
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Coping with masses of junk e-mail poses a daunting technical challenge for computer 
scientists, who exchanged war stories at MIT in January at the first ever Spam Conference. 


the Internet. If all network providers switch 
to an “authenticated SMTP,” as Earth- 
Link’s Petrovic calls it, only an e-mail with 
a verified return address and from a valid 
domain name would be able to get to its 
desired recipient. 

The Legal Front 

T echnology alone will never win the 
war. Ninety percent of spam is sent by 
fewer than 200 people, according to 
Mozena of CAUCE, the anti-spam coali¬ 
tion. That represents an astounding degree 
of concentration, but virtually everyone 
who fights spam for a living agrees it is 
roughly correct. The implication is clear: 
spam is a crime-fighting problem akin to 
the prosecution of the small number of 
malicious hackers who crack into net¬ 
works. “These are human beings generat¬ 
ing these messages,” Mozena says. “It’s not 
as if the Internet is broken. You can’t 
address social problems solely with tech¬ 
nical means.” He believes that the spam 
plague is a criminal-justice dilemma that 
can be eradicated only with the active 
participation of legislatures and courts. 

New laws, though, have yet to make 
much of a dent. Last year, the European 
Parliament passed a directive suggesting 
that member countries require marketers 
to ask permission from users before send¬ 
ing pitches through e-mail. So far, Austria, 
Denmark, Finland, Germany, Greece, 


Italy, and Norway have enacted such “opt¬ 
in’’ anti-spam legislation. But since so 
much spam is sent from the United States 
through Asia-based servers, these laws 
have had little effect. In 2000, the U.S. 
House of Representatives voted 427 to 1 
to pass an anti-spam bill. But instead of 
including a strict opt-in provision, the bill 
required consumers to request the re¬ 
moval of their addresses from each mar¬ 
keter’s e-mail list. After privacy advocates 
denounced this “opt-out” bill as useless, 
it died without reaching the Senate. At 
least two spam bills are now alive in Con¬ 
gress, but there is still no consensus 
among lawmakers on whether the gov¬ 
ernment can effectively outlaw spam—or 
even that it should. 

In April, the Federal Trade Commis¬ 
sion held a conference to help decide 
how best to approach this crisis. Brian 
Huseman, an FTC staff attorney, says the 
commission has prosecuted spammers 
who have sold bogus wares, failed to live 
up to their claims, impersonated legiti¬ 
mate organizations, or engaged in other 
deceptive practices. But since the agency 
is mainly charged with prosecuting fraud 
cases, it is powerless against spam that 
sells legitimate products. “There is no 
federal law that prohibits unsolicited 
commercial e-mail,” Huseman says. 

Until such a law is passed, lawyers 
will continue to rely on precedents from 
similar cases, says Jon Praed of the Inter¬ 


net Law Group. He believes that indis¬ 
criminate mass e-mailing is “already ille¬ 
gal in all 50 states” based on centuries-old 
Common Law that prohibits unautho¬ 
rized use of someone else’s property—in 
this case, computer networks. 

Armed with this argument, AOL pur¬ 
sued porn spammer Jay Nelson, both 
before and after he and his cohorts violated 
the 1999 court order. Since spam cases 
can be prosecuted anywhere damage 
occurs, AOL chose its hometown district 
court in Alexandria, VA. In October 2002, 
the judge held the coconspirators in con¬ 
tempt and awarded AOL $6.9 million in 
damages and fees on top of the original 
$1.9 million finding, according to court 
documents. That figure was topped in 
May when EarthLink won a $ 16.4 million 
judgment against Howard Carmack, a 
Buffalo, NY, spammer; a week later, 
he was arrested on charges of identity 
theft. Praed says spammers cannot skirt the 
payments by filing bankruptcy, and that 
the plaintiff can “hound” the guilty parties 
until the money is collected, preventing 
them from buying houses and cars. “We 
need to make the spammers realize they 
made a mistake and to discourage others 
from doing it,” he says. 

Detroit-based spammer Alan Ralsky, 
however, remains active. Instead of spend¬ 
ing more time and money bringing Ral¬ 
sky to court, Verizon last October decided 
to settle its case against the man that 
some call “the spam king.” In return for 
Ralsky’s paying an undisclosed sum and 
promising to avoid Verizon’s network, 
the lawsuit was dropped—leaving Ralsky 
firmly in business. 

Furious anti-spam activists posted 
Ralsky’s home and e-mail addresses 
online, and soon he was deluged with 
piles of printed catalogues and junk mail. 
Yet he appears undeterred and continues 
to add to his list of 250 million e-mail 
addresses. According to his own state¬ 
ments, he is finding new ways to obscure 
his identity, laundering his Internet loca¬ 
tion data through servers in Romania 
and obscure parts of China. Spamhaus 
and CAUCE consider the 57-year-old Ral¬ 
sky one of the top five spammers world¬ 
wide. “I’ll never quit,” he told the Detroit 
Free Press. “I like what I do. This is the 
greatest business in the world.” 

The war on spam won’t be won until 
guys like him are somehow forced to 
change their minds. [ft 
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BIOMEDICAL RESEARCH IN THE UNITED STATES IS FACING A SECURITY 
CLAMPDOWN UNLIKE ANYTHING SEEN IN SCIENCE SINCE THE DAWN 
OF THE NUCLEAR AGE. PHYSICS SURVIVED COLD-WAR RESTRICTIONS, 
BUT THE EFFECTS OF CURRENT LIMITATIONS ON BIOTECHNOLOGY 
COULD BE FAR MORE CHILLING FOR U.S. COMPETITIVENESS. 

I n late October 2001, Tomas Foral, a 26-year-old master’s student working 
in a pathology laboratory at the University of Connecticut in Storrs, was asked 
by a professor to help clean out a failed basement freezer. Foral discovered 
that the freezer contained several vials of cow tissue infected with anthrax. 
What happened next is in dispute: university officials would later say the pro¬ 
fessor told Foral to destroy the vials, while Foral maintains that the profes¬ 
sor’s instructions were unclear. In any event, he saved two of the vials for 
future research by putting them in another laboratory freezer. 

A month later, according to media accounts, an anonymous tip led 
police to Foral and the saved vials. The pathology laboratory building was 
shut down for more than a week, the FBI began an investigation of Foral, 
and in July 2002 the government charged him with having violated the 
antiterrorist USA Patriot Act. Initiated in the wake of the attacks on the 
World Trade Center and the Pentagon and passed on October 26,2001, the 
act contained a section that responded to the anthrax mailings and deaths that had 
begun early that month. The section prohibited possession of any of more than three 
dozen lethal biological agents—including anthrax—or genetically modified versions 
of them, unless it was “reasonably justified by a prophylactic, protective, bona fide 
research, or other peaceful purpose.” The penalties threatened alleged violators like 
Tomas Foral with a hefty fine and up to 10 years in prison. 

BY DANIEL J. KEVLES 

ILLUSTRATION BY STEPHEN SHEFFIELD 
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That section of the USA Patriot Act 
was just one in a sweeping set of post- 
September 11 provisions designed to 
control access to almost every aspect of 
science and technology—not just 
biology—that could conceivably aid ter¬ 
rorists. In another section, the act tight¬ 
ened regulations on foreign students and 
provided, among broad controls on all 
foreigners entering the country, $37 mil¬ 
lion for a federal electronic database—the 
Student Exchange Visitor Information 
System, first authorized in 1996 but then 
neglected—containing information on 
foreign students and visitors at U.S. col¬ 
leges and universities. 

A subsequent measure, passed in May 
2002, increased the responsibility of edu¬ 
cational institutions for recording infor¬ 
mation about their international students, 
including whether they were maintain¬ 
ing full academic loads, had changed pro¬ 
grams, or had ended their studies. (Rutgers 
University administrator Marcy P. Cohen 
lamented to a reporter that she used to 
spend her time helping foreign students, 
but that now “I’ve become a data monitor 
for the government.”) That June, legisla¬ 
tion was enacted to protect the public 
against bioterrorism by denying “restricted 
persons”—including drug users, dishon¬ 
orably discharged military personnel, and 
people suspected of involvement with ter¬ 
rorist organizations—access to danger¬ 
ous biological agents and toxins. The law 
also prohibited citizens of countries des¬ 
ignated as sponsors of terrorism (cur¬ 
rently Cuba, Iran, Iraq, Libya, North Korea, 
Sudan, and Syria) from accessing certain 
biological agents. 

A deluge of regulations followed the 
legislation, including draft requirements 
issued in December 2002 that filled 50 
pages of the Federal Register and affected 
universities, private corporations, and 
government laboratories handling any 
of nearly 50 “select” biological agents— 
for example, Ebola virus, botulism- 
causing bacteria, and the toxin Ricin. All 
the laboratories had to agree to un¬ 
announced inspections, register their 
agents with the government, and sub¬ 
mit plans for training lab workers and 
maintaining the security of the agents. 
Everyone handling the agents would have 
to undergo a background check and 
obtain security clearance. The labs would 
also have to obtain federal approval before 
conducting genetic engineering experi¬ 


ments that might increase the resistance 
of an agent or toxin to drugs. 

More alarming to biomedical scientists 
were increasing signs—beginning with an 
order from the White House chief of staff 
in March 2002 telling federal officials to 
keep the lid on unclassified but “sensi¬ 
tive” information related to weapons of 
mass destruction—that the Bush admin¬ 
istration might restrict the as yet untram¬ 
meled publication of unclassified research. 
How aggressively that ominous initiative 
would be pursued remained to be seen, 
but the fate of Tomas Foral, a member of 
the Reserve Officer Training Corps, sug¬ 
gested that the government meant busi¬ 
ness. Although Foral said he had frozen 
the anthrax spores for further research, a 
purpose seemingly allowed by the USA 
Patriot Act, he escaped prosecution only 
by agreeing to community service and 
six months of probation. A letter from the 
U.S. attorney describing his alleged illegal 
act would go to his ROTC commanding 
officer. Foral feared that his professional 
future might be compromised. 

Security restrictions are old hat to 
physical scientists, who have been dealing 
with similar constraints since the dawn of 
the nuclear age, but they are new to bio¬ 
medical researchers, who have previously 


had to cope only with regulations affecting 
public health and safety. Despite security 
constraints, U.S. physics prospered during 
the Cold War, and biology may flourish 
similarly in the future—especially since it 
is receiving handsome funding ($1.5 bil¬ 
lion to the National Institutes of Health in 
fiscal 2003) for research into bioterrorism. 

But the new restrictions, and those on 
the horizon, may pose difficulties for con¬ 
temporary biology that are far more chill¬ 
ing than those that beset early Cold War 
physics. The current constraints on for¬ 
eign students and visitors in the name of 
national security have already worked 
“serious unintended consequences for 
American science, engineering, and medi¬ 
cine,” according to the presidents of the 
National Academy of Sciences, the 
National Academy of Engineering, and the 


Institute of Medicine, in a December 2002 
statement protesting the government’s 
policies. Censorship of sensitive un¬ 
classified research threatens worse effects, 
by menacing open communication in 
numerous biomedical areas—including 
the study of disease and the immune sys¬ 
tem. It could thus, some experts charge, 
threaten researchers’ abilities to engineer 
therapies and cures—and that could place 
the very competitiveness of the nation’s 
biotechnology industry in peril. 

P HYSICISTS BECAME ENMESHED WITH 

national security when they built 
the atomic bomb in World War II 
and then committed themselves to 
maintaining nuclear superiority during 
the Cold War. The key object of control 
was information: how to obtain fissionable 
fuel for atomic bombs, and the workings 
of the bombs themselves. No one dis¬ 
puted that research on nuclear weapons or 
access to such research had to be restricted 
to scientists who would not risk national 
security by releasing classified information, 
either inadvertently or through espionage. 

That logic was sensible on its face, but 
how to make it operational was highly dis¬ 
puted in the tense, early years of the Cold 


War. Communism was understood to be 
an international conspiracy, demanding 
loyalty to the Soviet Union from its adher¬ 
ents everywhere. The revelations of the 
espionage committed by the nuclear 
physicists Alan Nunn May and Klaus 
Fuchs indicated that the conspiracy 
reached into the heart of the nuclear- 
weapons enterprise in Canada and the 
United States. In 1947, to defend against 
Communist infiltration of the govern¬ 
ment, the Truman administration began 
requiring loyalty checks for all federal 
employees. The policy affected almost 
60,000 U.S. scientists and engineers. 

In that politically fraught climate, 
which yielded Senator Joseph McCarthy’s 
reign of ideological terror, the line 
between liberalism and Communism was 
blurred, often making liberals suspect as 


EXPERTS CHARGE THAT RESTRICTIONS ON SCIENCE AND SCIENTISTS, SOME 
ALREADY IN EFFECT AND SOME ON THE WAY,THREATEN RESEARCHERS' 
ABILITIES TO ENGINEERTHERAPIES ANDCURES.THATCOULD PLACETHE 
VERY COMPETITIVENESS OF THE U.S. BIOTECH INDUSTRY IN PERIL 
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The accused: University of Connecticut grad student Tomas Foral froze vials of anthrax- 
infected cow tissue, a move that got him charged with violating the USA Patriot Act. 


United States. It also refused the home¬ 
grown chemist Linus Pauling, an out¬ 
spoken liberal, a visa for travel abroad. 

Some scientists protested the assaults 
on civil liberties. “The opportunity of 
the young scientist to develop his ideas 
should not be purchased at the expense of 
his human dignity,” Albert Einstein said. 
But the security issue left President A. N. 
Richards of the National Academy of Sci¬ 
ences cowed. Explaining the academy’s 
refusal to come vigorously to Condon’s 
defense, Richards said that “the most 
unfortunate outcome would be to jeop¬ 
ardize our relations with government.” 
And as the Cold War intensified, many 
scientists came to consider Communism 
a sufficient threat to U.S. security to war¬ 
rant the curtailment of civil liberties. 

Harvard University president James B. 
Conant, a key figure in atomic policy¬ 
making and a liberal on most domestic 
matters, was typical. Conant waffled on the 
Condon case, and in December 1948, sev¬ 
eral months after the Communist takeover 
of Czechoslovakia, he said, “It must be 
recognized that quite apart from the pos¬ 
sibility that some individuals might be 
connected with this [Communist] con¬ 
spiracy, others who are quite innocent of 
any such ties are nevertheless tempera¬ 
mentally naive and indiscreet and cannot 
be trusted with confidential information 
in spite of their excellent intent and high 
ability. The government, in resolving 
doubts on these matters about employees, 
including scientists, must settle the case in 
favor of the government rather than the 
individual. If a shadow of doubt exists, the 
individual should be prevented from hav¬ 
ing access to confidential information.” 


L ike physicists during and after 
World War II, many biomedical sci¬ 
entists today are eager to help 
strengthen national security. In June 
2002, a committee of the National 
Research Council published Making the 
Nation Safer: The Role of Science and 
Technology in Countering Terrorism, which 
laid out a variety of research agendas, 
including one in the area of human and 
agricultural health. Microbiologists have 
often been casual in managing lethal 
agents, keeping anthrax, for example, in 
glass tubes on bench tops in unlocked 
labs. Most biologists today seem to con¬ 
sider reasonable the requirement that 


security risks and opening their activities 
to scrutiny by FBI investigators. Lengthy 
security-clearance investigations could 
cost scientists months of anguish and 
unemployment. For some, past or pre¬ 
sent political associations led to the denial 
of clearances or to confinement to unclas¬ 
sified research. For others, they produced 
public castigation, like the House Un- 
American Activities Committee’s unwar¬ 
ranted denunciation of the physicist 
Edward U. Condon, the head of the 
National Bureau of Standards, as “one of 
the weakest links in our atomic security.” 

Worries about security led the gov¬ 
ernment even to cloud the distinction 
between practitioners of classified and 
unclassified research. In 1950, some con¬ 
servative congressmen tried to require 
security clearances for all researchers 


receiving fellowships from the proposed 
National Science Foundation. They failed, 
but that same year the Joint Committee on 
Atomic Energy successfully imposed the 
requirement on all applicants for Atomic 
Energy Commission fellowships, whether 
they would be engaged in classified 
research or not. There is always the 
chance, declared the conservative Repub¬ 
lican senator William Knowland, that 
some student, even if engaged in non¬ 
secret studies, might “hit upon a super- 
duper atom bomb and be off to Russia.” 
The State Department, determined to 
protect U.S. atomic secrets against suspi¬ 
cious foreigners, denied the Nobel laure¬ 
ate Paul Dirac, a member of the British 
atomic-energy effort but in the 1930s a 
frequent visitor to the Soviet Union, a 
visa to attend scientific congresses in the 
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Fear and loathing: Cold-War-era senators William Knowland (left) and Joseph McCarthy (right) investigated scientists for Communist allegiances. 




anthrax samples be inventoried and 
locked up. 

But many microbiologists worry that 
the new security regulations may be 
counterproductive not only to basic 
research and biotechnology but even to 
the defense against bioterrorism. Ronald 
Atlas, president of the American Society 
for Microbiology, has noted that “some 
researchers are now afraid to be any¬ 
where near an anthrax culture,” and that 
many academics are destroying their 
restricted agents to be sure of avoiding 
prosecution. Gary Bass, executive direc¬ 
tor of the nonprofit OMB Watch, which 
advocates greater access to government 
information, has observed, “We have a 
basic principle of right to know in this 
country. It is shifting, ever so subtly, to 
becoming one based on a need to know.” 
Robert Iuliano, acting vice president and 
general counsel at Harvard, told me 
recently that many faculty members 
worry how the restrictions on foreigners 
may affect the openness of the campus— 
for example, the accustomed freedom of 
undergraduates, no matter their national 
origins, to visit any laboratory. An essen¬ 
tial and troubling question facing Ameri¬ 
can scientific leaders is how to help 
defend the country without damaging 
the vitality of basic research, biotech¬ 
nology, and, indeed, higher education. 

The National Academy of Sciences 
has been far more publicly active in deal¬ 


ing with the question now than in the 
post-World War II decade. The American 
Society for Microbiology has also weighed 
in powerfully on security issues. It has 
commanded attention by reason of its 
size—42,000 members—and of the tire¬ 
less outspokenness of Atlas, an environ¬ 
mental biologist with experience at the 
intersection of science and policy. After 
September 11, Atlas was inundated with 
inquiries from scientists, government offi¬ 
cials, and the media. “At the height of the 
anthrax attacks,” he told me in a recent e- 
mail, “I was handling 70 press calls a day. 
I had to have two secretaries working full 
time to screen calls.” Academic scientists 
were not consulted when security restric¬ 
tions were inserted into the USA Patriot 
Act; Atlas felt they ought to have been. 

Still, U.S. scientists are not toiling in 
the same atmosphere of suspicion that 
they endured during the Cold War. None 
is accused of being a risk to national 
security, the way some physicists were 
in the heyday of McCarthyism; none 
needs fear being branded a subversive 
simply for speaking out in defense of 
open and accessible biomedical science. 
And so they have been able to publicly 
take issue with the new restrictions. 

But in several ways today’s biologists 
face more difficult obstacles than physi¬ 
cists did in the early Cold War. Then, a 
scientist was made suspect by his or her 
political affiliations. In principle, suspi¬ 


cion could be allayed by repudiations of 
past political behavior and renunciation 
of current allegedly dubious activity. In 
contrast, what makes a scientist suspect 
today is his or her nationality, which is 
difficult to modify, or ethnicity, which is 
unchangeable. There is no appeal against 
the denial of access to selected biological 
agents on the basis of nationality; it 
applies absolutely without exception. 

Foreign students are now subjected to 
close scrutiny in applications for visas. 
The State Department reportedly asks all 
male applicants between the ages of 16 and 
45 whether they have any experience with 
biological weapons or have participated in 
armed conflicts. (Of course, a would-be 
terrorist would just lie, but discovery of the 
lie would provide grounds for prosecution 
and expulsion from the country.) Requests 
for visas, especially by male students from 
Arab and Muslim countries, and by anyone 
bound for scientific activities, often meet 
with lengthy delays. A number of foreign 
students home on vacation after having 
been previously admitted to the United 
States have found themselves stuck await¬ 
ing reentry; one doctoral candidate at Yale 
University who went home for the holidays 
in December 2002 had to wait so long for 
a visa that he missed the spring semester. 

Visa delays and denials have already 
interfered with or caused the cancellation 
of important international conferences, 
disrupted careers, and slowed research 
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Denounced: U.S. physicist Edward U. Condon (left) and U.K. Nobel laureate Paul Dirac (right) were among many who came under suspicion. 


projects—including, according to media 
reports, an anti-HIV drug, a vaccine 
against the West Nile virus, and sensors to 
detect biowarfare agents. In the long 
term, they could jeopardize the nation’s 
research and training programs, which 
depend heavily on foreign students, and 
ultimately its economic competitiveness. 
According to 1997 figures, the latest avail¬ 
able, foreign-born students represent a 
quarter of all U.S. PhDs in biology. The 
U.S. biotechnology industry draws abun¬ 
dantly on these trainees: between 8 and 10 
percent of its employees are visa-holding 
foreigners, four out of five of whom 
trained at American universities. 

Even if they negotiate the visa gaunt¬ 
let, foreign students may find themselves 
investigated by the FBI if they are working 
in potentially dangerous biomedical 
research. Critics worry that under the 
broad terms of the USA Patriot Act, the 
government might claim authority to pry 
into student records and e-mail accounts. 
Visa-holding Muslim students have been 
complaining of harassment on their 
return to the United States from vacations. 
Students from countries believed to spon¬ 
sor terrorism are fingerprinted, photo¬ 
graphed, and required to check in 
periodically with the government. In an 
interview with the Chronicle of Higher 
Education, Omar Afzal, who advises Mus¬ 
lim students at Cornell University, said, 
“They are terrified. They come from a 


culture where if a policeman shows up at 
the door, you are being targeted to be 
sent to prison for a long time.” 

Beyond visa considerations, bio¬ 
medical scientists have found especially 
disturbing the prospect of restrictions 
on the practice and publication of so- 
called sensitive research. In nuclear 
research, a line could be drawn between 
research that was and was not integral to 
national security. If the investigation of 
fissionable nuclei was crucial to national 
defense, research into the nuclei in most 
of the periodic table was not. It remained 
open and unclassified. 

In contrast, the line in biomedical 
research is blurred, because results in 
almost any area of basic molecular 
biology may be fuel for bioterrorism. 
The problem has been illustrated by sev¬ 
eral recent publications. Early in 2001, in 
an article in the Journal of Virology, Aus¬ 
tralian scientists reported that the inser¬ 
tion of a gene into the mousepox virus 
had unexpectedly made the virus lethal to 
mice previously resistant to it. Intended 
to make mice infertile, the experiment 
suggested how to engineer human viruses 
to bypass the immune system. In a paper 
in the Proceedings of the National Academy 
of Sciences, in June 2002, Ariella Rosengard 
of the University of Pennsylvania de¬ 
scribed the synthesis of a protein in the 
smallpox virus that presumably enables it 
to evade the immune system. The next 


month, Science published a report by a 
microbiologist at the State University of 
New York at Stony Brook, detailing how 
to assemble a poliovirus from scratch 
using commercially available chemicals 
and DNA synthesis machines. 

The mousepox paper was criticized 
when it appeared as providing a how-to 
guide for terrorists; after the anthrax 
attacks, Atlas recalls, its publication was 
attacked as a huge mistake. And in Con¬ 
gress, according to Science magazine, eight 
Republicans criticized the poliovirus pub¬ 
lication as a “blueprint that could con¬ 
ceivably enable terrorists to inexpensively 
create human pathogens,” and they called 
on journal editors to take greater care in 
what they published. Officials in the Bush 
administration reportedly suggested that 
biologists employ the practice adopted by 
cryptographers—voluntary submission 
of possibly sensitive papers to sponsoring 
government agencies prior to publica¬ 
tion. Some observers note that academic 
scientists are already willing to accept 
restrictions on publication imposed by 
industrial sponsors. Why not concede to 
restrictions from government sponsors? 

To many, the idea seems impractical. 
In contrast to, say, the Journal of Cryp¬ 
tology, which publishes fewer than 20 
papers annually, the 11 journals spon¬ 
sored by the American Society for Micro¬ 
biology alone put out 6,000 papers a year. 
But far more important is the fact that a 
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Balancing act: The American Society for Microbiology's Ronald Atlas and the president's science advisor John Marburger, shown from left to 
right before Congress, seek to balance science and security (left). Biotech pioneer Craig Venter says all research can be used for good or ill (right). 


good deal of biomedical research is double 
purpose: it may assist bioterrorism, but it 
can also help defend against it and serve 
the needs of civilian and military health. 
Craig Venter, the former president and 
spark plug of Celera Genomics, told a 
reporter, “Some people argue that pub¬ 
lishing each genome is like publishing the 
blueprint to the atomic bomb. But it’s 
also the blueprint for a deterrent and the 
blueprint for a cure.” In an interview with 
the Chronicle of Higher Education , Ariella 
Rosengard, defending the publication of 
her paper on the smallpox protein, 
declared, “We need to galvanize the scien¬ 
tific community to develop safer vaccines 
and therapies, not make it so difficult that 
scientists say there are so many restrictions 
that I’m going to study something else. 
Because then the terrorists really do win.” 

The dual use of biomedical research 
helped block a Bush administration pro¬ 
posal to move the bioterrorism work of the 
National Institutes of Health into the new 
U.S. Department of Homeland Security, 
though the two will collaborate to create a 
bioterrorism research agenda. But the 
publication issue still looms large. The 
American Society for Microbiology’s jour¬ 
nal editors have sought to develop policies 
that would serve the purposes of both 
bioterrorism defense and the eradication 
of infectious diseases. The key policy, 
adopted in early 2002, was to vet papers for 


possible hazards—with the aim of raising 
any problems with their authors—before 
sending them out for review. Several 
authors decided on their own to with¬ 
hold sections of papers for fear of reveal¬ 
ing sensitive information to potential 
terrorists, appealing to the precedent set in 
1940, when a number of nuclear physicists 
voluntarily established a system to suppress 
the publication of research on defense- 
related subjects such as uranium. 

But the journal editors soon found 
themselves fielding complaints that the 
papers lacked adequate information for 
replication of the reported experiments. 
Atlas wanted to ensure completeness in 
scientific publication, but he understood 
the need to avoid publishing “cookbooks” 
for bioterrorism. Besides, he worried that 
the appearance of such recipes in the 
journals might provoke a government 
crackdown. Not sure how to proceed, 
Atlas prevailed on the National Academy 
of Sciences to call a meeting where bio¬ 
medical scientists could discuss the issue 
with federal security experts. 

The meeting, held at the academy 
on January 9,2003, revealed, as the presi¬ 
dent’s science advisor John Marburger 
put it in prepared remarks, that past poli¬ 
cies appropriate for security in nuclear 
physics “do not give adequate guidance 
for the technology of bioterrorism.” The 
proceedings were cosponsored by the 


Center for Strategic and International 
Studies, a Washington, DC, think tank, 
and they pitted scientists, who on the 
whole insisted on the freedom to pub¬ 
lish—even articles like the mousepox, 
smallpox, and poliovirus papers—against 
federal security experts, who considered 
such research sensitive and its publication 
downright dangerous. George Poste, the 
chair of a Department of Defense task 
force on bioterrorism, insistently told 
the gathering, “I do not wish to see the 
coffins of my family, my children and 
grandchildren, created as a consequence 
of the utter naivete, arrogance, and hubris 
of people who cannot see there is a prob¬ 
lem.” Gerald Epstein, of the Institute for 
Defense Analyses, an Alexandria, VA, 
think tank, wondered how the scientists 
would like it if a sensitive article were 
“found in a cave in Afghanistan with sec¬ 
tions highlighted in yellow.” 

If some of the rhetoric sounded 
inflamed, both sides soberly recognized 
that the issue involved high stakes—both 
the nation’s security and the possibility of 
“blanket restrictions on science,” to quote 
John Hamre, a former deputy secretary of 
defense and now president of the Center 
for Strategic and International Studies. In 
a recent conversation, Hamre explained, 
“If the scientific community doesn’t take 
the lead in dealing with the reality of the 
bioterrorist threat, the security commu- 
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nity will take over and do the job in ways 
that are likely to be wrong.” He added that 
“no group is better qualified than biolo¬ 
gists to figure out what biomedical 
research might be dangerous to publish.” 
At the meeting itself, Marburger stressed 
that the government needed the help of 
biologists in identifying and censoring 
truly sensitive research results. 

In a statement issued after the meet¬ 
ing that made clear their willingness to 
help, Atlas, Thomas Shenk (his successor- 
elect at the American Society for Micro¬ 
biology), several other officers of scientific 
societies, and the editors of a dozen lead¬ 
ing journals, including Science, Nature, 
and the New England Journal of Medicine, 
declared that scientific manuscripts must 
be published in “sufficient detail to per¬ 
mit reproducibility.” But they went on to 
say that editors must be watchful of infor¬ 
mation that might be dangerous in the 
wrong hands, and that papers likely to 
generate more harm than benefit should 
be changed or not published. 

Glossing the policy for me, Atlas said 
he considered it “a call for integrating 
ethics” into the criteria for scientific 
publication, a modification of peer 
review standards to “take into account 
protecting the public” as well as the 
quality of the research. He stressed that 
the refereeing process is “out of govern¬ 
ment control and hence not a system 
for censorship. In the end it will be up to 


the public to see if that is adequate.” A 
few weeks after the statement was issued, 
Bruce Alberts, the president of the 
National Academy of Sciences, remarked 
to the Washington Post that the biomedi¬ 
cal community was “on the right track” 
with the problem of biosecurity. “We 
need to be on the same team with the 
security folks instead of in opposition.” 

Cooperation, though, runs the risk 
of co-optation. Early Cold War scientists, 
eager to protect national security and their 
influence in federal policymaking, often 
wound up supporting the government’s 
curtailment of their colleagues’ civil lib¬ 
erties. And in any event, the earnest 
tightrope-walking of U.S. journal editors 


may well be beside the point. Unlike early 
Cold War nuclear physics, which was con¬ 
fined to a handful of countries, contem¬ 
porary biology is a global enterprise. In an 
unsigned editorial, The Lancet Infectious 
Diseases noted, “No government will really 
ever be able to control the flow of scientific 
information. There are 5,000 or more 
journals in the world, and the Internet is 
available to anyone who wants to use it.” 


And locking up lethal biological agents is 
perhaps as difficult as locking up infor¬ 
mation about those agents. In the early 
Cold War, controlling uranium and plu¬ 
tonium was much easier. Raw uranium ore 
was hard to obtain, and turning it into fis¬ 
sionable fuel involved large, costly pro¬ 
cessing plants and reactors. But the agents 
of bioterrorism require comparatively 
small-scale production plants. Moreover, 
they are ubiquitous in their natural forms, 
and new forms—not to mention old ones 
like the poliovirus—whose DNA se¬ 
quences are readily available on the Inter¬ 
net can be manufactured using automated 
tabletop technologies. As Gigi Kwik, a fel¬ 
low at Johns Hopkins University’s Center 


for Civilian Biodefense Strategies, noted, 
“You can now finish before lunch pro¬ 
jects that used to consume a PhD thesis.” 

There thus seems little to prevent 
determined terrorists from obtaining or 
engineering lethal agents that fall under 
security restrictions—or from devising 
new ones. Similarly, keeping foreign doc¬ 
toral students out of American universi¬ 
ties won’t necessarily do much to prevent 
would-be terrorists from acquiring use¬ 
ful technical skills. Universities in Europe 
and Asia are producing a growing num¬ 
ber of science and engineering doctorates 
and are responsible for half the world’s 
biomedical research. Bruce Alberts told 
me recently, “None of these efforts to 
control the weapons of bioterrorism will 
work without international cooperation. 
It’s really imperative, given how much 
biology is done outside the United States.” 

As TR went to press, the federal gov¬ 
ernment had not restricted publication of 
sensitive basic research, but a chill has 
already fallen over biomedical science. 
Evident in the constricted flow of foreign 
students and visitors, as well as in the 
impairment of some research programs, 
it is provoking apprehensions that bio¬ 
medical research and biotechnology could 
be weakened by the drive for secrecy and 
security—and weakened without sig¬ 
nificantly, if at all, limiting the capacities 
for bioterrorism, flil 
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I didn’t know this before, but plants have sex,” says kevin delin. He’s gesturing toward 
two huge cycads, palmlike fugitives from the Dinosaur Age growing in a corner of the 
Huntington Botanical Gardens, a sanctuary for 15,000 rare plant species in San Marino, 
CA. Delin’s ignorance of botany is excusable. He’s an engineer from NASA’s nearby Jet 
Propulsion Laboratory, and what truly interest him are not the male and female cycads 
but the pair of “sensor web pods” lodged in the ground under the plants. Each pod is the size 
of a handheld computer and contains a processor, battery, solar cell, radio, memory, and sen¬ 
sors to monitor heat, humidity, and soil moisture. The pods are the surrogate eyes, ears, and 
even brains of the garden’s curators, keeping track of how much sunlight and rain the plants 
are getting—critical factors for cycads, which need specific conditions to reproduce. 

Sensors are nothing new. A car, for instance, uses dozens of them to monitor factors such 
as engine conditions. But the sensors in today’s automobiles, factories, and office buildings 
are, for the most part, dumb. They lack the intelligence to analyze or act on their findings; 
instead, they send measurements back to a central processor. Most current sensors are also 
stuck in place, with any move requiring expensive rewiring. Delin’s pods are different. They 
talk wirelessly with each other and with 18 other pods in the garden, forming their own intel¬ 
ligent network. Every few minutes, the pods update each other about their latest readings, 
together process the information into an overall picture of temperature and soil conditions, 
and send this analysis to the curators. It’s as if an autonomous, highly aware computer were 
spread across 40 hectares of landscape. 

“It’s all about synthesizing global knowl¬ 
edge from raw data on the fly,” says Delin. His 
pods foretoken a future where smart sensors 
suck in vast amounts of vital data—say, 
mechanical stresses on the beams of a bridge, 
or the rumble of an enemy convoy on a 
moonless desert night—that currently go 
unrecorded. Wireless and battery-powered, 
such sensors will be accessed remotely and put 
where it would be impractical to string data 
and power lines. Small and cheap, they will be 
liberally distributed and closely spaced, yield¬ 
ing fine-grained pictures of phenomena such 
as climate that are currently charted only on a 

large scale. And because they will act cooperatively—organizing themselves and sharing 
computations across the mesh—they will provide people with usable chunks of predigested 
information rather than a confusing wash of numbers. 

Indeed, wireless sensor networks are one of the first real-world examples of “pervasive” 
computing, the notion that small, smart, and cheap sensing and computing devices will 
eventually permeate the environment. That notion has been percolating in information 
technology circles for more than a decade. But now, after several years of research invest¬ 
ments by the U.S. Defense Advanced Research Projects Agency, the National Science Foun¬ 
dation, and a handful of high-tech giants like Intel, the hardware and software fundamental 
to pervasive computing are emerging. 

Sensor Net 
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Though the technology is still in its early days, the range of 
potential applications is mind-boggling. Scientists at Intel and 
the University of California, Berkeley, have developed a wireless, 
pager-sized “chassis” that can be customized with many kinds of 
sensors. The researchers are using the devices to track micro¬ 
climates and pests in vineyards, monitor the nesting habits of 
rare sea birds, and control heating and ventilation systems. And 
600 kilometers down the road at the University of California, Los 
Angeles, other researchers are deploying wireless sensors to gain 
detailed measurements of the effects of seismic waves on build¬ 
ings. Still others are working on ways to let businesses monitor 
and control their work spaces, from local offices to assembly lines 
half a continent away. “The applications 
are everywhere,” says David Culler, a 
leading networked-sensing researcher at 
UC Berkeley. 

In the minds of many, it’s a tech¬ 
nology that could prove as important as 
the Internet: for just as the Internet allows 
computers to tap digital information no 
matter where it’s stored, sensor networks 
will expand people’s ability to remotely 
interact with the physical world. Culler 
calls the devices “a new class of computer 
systems,” distinguished from the hard¬ 
ware of the past by their ubiquity and their collective analytical 
skill. Within this decade, he predicts, distributed sensing and 
computing will creep into every home, building, office, factory, 
car, street, and farm. 

Not surprisingly, there are plenty of challenges before that 
happens. In many ways, wireless sensor webs are as far along as 
the Internet was in the 1970s, when the network linked fewer 
than 200 universities and military labs, and researchers were still 
experimenting with communications protocols and address 
schemes. Today, most wireless sensor networks connect fewer 

Anatomy of a Wireless Sensor Net 

An environmental disturbance (red) is sensed by nodes in the network. 
They send radio signals to one another (dashed lines) and process the 
data—predicting, say, the spread of toxic chemicals or seismic waves. 

A human observer can remotely access the crucial information. 


"THE INTERNET CHANGED 
HOW WE DO BUSINESS 
WITH COMPUTERS. 
THIS WILL CHANGE 
THE WAY WE LIVE OUR 
EVERYDAY LIVES." 


than 100 points, or “nodes”; any more and the lines of commu¬ 
nication become so tangled that they break down. The cost of the 
average node is close to $100, while battery life is measured in, at 
best, months. And no one is exactly sure what application will 
transform the technology into a commercial bonanza. “Everyone 
and their aunt and uncle is interested,” says Deborah Estrin, 
director of UCLA’s Center for Embedded Networked Sensing. 
“But it’s a struggle to find the business model.” 

Researchers say none of these problems is likely to be pro¬ 
hibitive. Some wireless sensors are already on the market, and 
products with intriguing new capabilities could be available 
within a few years. Sensoria in San Diego, for one, is developing 
sensors that could turn cars into travel¬ 
ing nodes in urban wireless networks, 
allowing groups of vehicles to automati¬ 
cally assemble real-time pictures of local 
traffic or to share communications 
duties when accessing information about 
local destinations. William Kaiser, a 
UCLA electrical engineer and founder of 
Sensoria, maintains, “The Internet 
changed how we do business with com¬ 
puters. This will change the way we live 
our everyday lives.” 


B 


RADIO 


PROCESSOR 


CONNECTION 
TO SENSORS 




OBSERVER 


PROCESSED DATA\ 

DATABASE 




INTERNET 


- GATEWAY 


UNWIRING INDUSTRY 

ack at the Huntington gardens, Delin enters a conference 
room bearing an aluminum briefcase, the kind govern¬ 
ment agents on TV use to carry top-secret gadgets. He 
takes out four of his latest sensor pods and pries the cover off of 
one; underneath are circuit boards holding the pod’s guts, 
including the microprocessor and the radio transceiver that lets 
it communicate with its companions. He spreads the pods 
around the room, and within seconds they locate one another 
and self-organize into a wireless network 
that monitors temperature and humidity, 
among other things. A nearby pod— 
though any of them would do—forwards 
information from the network to Delin’s 
laptop for display. To show how the net¬ 
work reacts to its environment, Delin dis¬ 
connects one of the devices. The laptop 
screen shows the remaining pods com¬ 
pensating by routing data around the 
missing pod. He attaches an electric fan to 
one pod, then holds another pod in his 
hand; the network detects Delin’s body 
heat and switches on the fan. 

The pods’ ability to communicate by 
radio, Delin explains, means that they can 
be scattered in areas that phone and 
power lines don’t reach and moved 
around at will. But to get data flowing, 
nodes must find their neighbors auto¬ 
matically and set up radio connections. 
Those connections can change rapidly, 
says Delin, so sharing data over the net¬ 
work is a juggling act. Software running 
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on all of the pods coordinates which of them talk to one another 
and when. The sensor nodes “listen” for one another and set up 
times to share data, while a network clock keeps the nodes in 
sync. The network resembles a mesh rather than the hub-and- 
spoke arrangement used for cell phones; instead of linking each 
sensor directly to a central communication point, the nodes send 
data only to neighbors within radio range, saving power. 

It sounds complicated, and it is. But decentralized wireless 
networks like Delin’s are already cost effective for heavy industry: 
Ember in Boston, MA, has sold similar technology to customers 
frustrated with the conventional wired sensors in their manufac¬ 
turing or heating and ventilation equipment. One customer used 
to line the pipes of its treatment plant—where oil and gas are 
separated from wastewater—with expensive wired temperature 
sensors, attached to heaters that keep the fluid inside from 
becoming too thick. If a sensor malfunctioned, a tank could 
burst, forcing the plant to shut down at a cost of $100,000 per 
hour, says Robert Poor, Ember’s cofounder and chief technology 
officer. With a wireless network, more sensors can be installed at 
an affordable price, offering redundancy and yielding more reli¬ 
able information. “Silicon is cheap. Wiring is not,” Poor says. 

Several remaining problems, however, obstruct broad com¬ 
mercial application of the technology. The first is its high power 
consumption. The periodic talk back and forth between the 
nodes, in particular, is a drain on batteries. “Every bit transmit¬ 


ted brings a sensor node one moment closer to death,” says Greg 
Pottie, a Sensoria cofounder. 

A related issue is that sensor nodes’ radios have a limited 
range, usually in the tens of meters. So networking a bigger 
space—say, a large factory—takes a lot of nodes. Numerous 
nodes sending lots of data create opportunities for localized fail¬ 
ures that could leave parts of the network isolated, says Rick 
Kriss, CEO of San Diego-based Xsilogy. “There’s no such thing as 
a reliable network, unless you do very aggressive network man¬ 
agement,” Kriss says. So Xsilogy’s nodes periodically broadcast 
their status, letting the network know if their batteries are run¬ 
ning low or their reception is fading. Then the network can com¬ 
pensate by routing around the failure points and alerting the user 
to impending problems. 


Factory net: A solar-powered 
Xsilogy node (yellow) receives data 
from a water-pump sensor (inset) 
and beams it to the network. 
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COURTESY OF PAUL DAVIS AND ALLEN HUSKER (MAP) 


But there’s another problem that is harder to work around, 
and that’s price. In a process that is the very opposite of mass pro¬ 
duction, most sensor-net makers still cobble together off-the- 
shelf parts by hand, raising the cost of each node into the $80 to 
$100 range. That price needs to drop below $20 in order for sen¬ 
sor nets to take off commercially, says David Tennenhouse, direc¬ 
tor of research at Intel. 

Standardization could help. “Having open standards and 
many disinterested groups testing competing approaches will 
absolutely make or break whether this becomes widely used,” says 
UC Berkeley’s Culler. But with so many companies and univer¬ 
sity labs developing their own prototypes, design standards for 
wireless sensors and networking proto¬ 
cols are only beginning to emerge. One 
potentially dominant design is called a 
“mote”; its operating system, TinyOS, was 
developed by Culler’s group at Berkeley 
and is undergoing further refinements at 
Intel and Crossbow Technology in San 
Jose, CA. The Berkeley motes, which have 
been tested by hundreds of research 
groups around the world, are smaller and 
use less power than most commercial 
wireless sensors. The trade-off is that they 
can’t process as much data. But many 
researchers say their adaptability—it’s easy to snap on sensors for 
light, sound, temperature, or movement, say—makes them the 
networked-sensor world’s equivalent of a Windows PC. 

In fact, the eventual choice of a wireless-sensor platform 
could be just as consequential as the emergence of Windows as 
the dominant consumer operating system—or even, in the eyes 
of one expert, as the standardization of electricity. “It is sort of 
like the historic battle between AC and DC,” says Larry Smarr, 
director of the California Institute for Telecommunications and 
Information Technology in San Diego. “Until there was a ubiqui¬ 
tous winner, the electrical-appliance industry couldn’t take off.” 


The solution being tested in Estrin’s lab: divide and conquer. 
Think of it as organizing a big dinner party, she says. Meaningful 
conversations can’t occur unless people take turns speaking and 
listening. And high-level communication is most efficient if 
people organize themselves into clusters and elect an individual 
to speak for each cluster. Therefore the nodes cluster themselves 
and adjust on the fly, changing clusters opportunistically to opti¬ 
mize both power consumption and the flow of information 
through the network. 

The next challenge is simply how to channel the flood of 
data. The idea is to put processing into each node, allowing it to 
condense raw data into patterns and pass along fewer bits than it 
received. The motes above Estrin’s head, 
for example, could follow her movements 
and alert their neighbors, which figure 
out the direction she’s walking and trans¬ 
mit just that information—not the entire 
record of her movements—to a database 
on a mother node. This node can recom¬ 
mend that lights be turned off, for 
example, if it decides that Estrin has left 
the room and no other people are present. 
Processing data a little at a time through¬ 
out the network, says Estrin, is a first step 
toward programming the system to help 
make intelligent decisions. It also saves precious battery power. 

To be truly useful, a sensor network should send users only 
its analyses of interesting events, not the raw bits themselves. 
“People want answers, not numbers,” points out Steven Glaser, a 
professor of civil and environmental engineering at UC Berkeley 
whose group uses sensor nets to study seismic activity. 

Among the answers that engineers and seismologists like 
Glaser want: how do earthquakes affect individual components 
of buildings, and how do structures respond to localized varia¬ 
tions in an earthquake’s strength? A UCLA team led by Paul 
Davis, a geophysicist and principal investigator at Estrin’s center, 


A SENSOR NETWORK 
SHOULD SEND ONLY ITS 
ANALYSES, NOTTHE 
RAW BITS THEMSELVES. 
USERS "WANT ANSWERS, 
NOT NUMBERS." 


DIVIDE AND CONQUER 


A s if ready to take off themselves, 
50-odd butterfly-sized motes 
cling to the ceiling and walls of 
Deborah Estrin’s lab at UCLA, monitor¬ 
ing temperature, light, and motion. Oth¬ 
ers lie dismantled on desktops and 
benches. A few of the motes even have 
wheels; they roll across the floor under 
their own propulsion, practicing for a 
day when they’ll move around to find 
the best radio reception or deliver a bat¬ 
tery recharge to a failing neighbor. 
“Here’s a picture of the connectivity,” 
says Estrin, holding up a sheet of paper 
with an incomprehensible tangle of lines 
on it. It looks like a plate of spaghetti: 
the number of communication path¬ 
ways explodes as more nodes are added, 
making the network more and more 
crash-prone. 


Seismic Sensing 

Researchers at UCLA are deploying a 50-node 
sensor network to monitor seismic activity 
on a finer scale than ever before. Super¬ 
imposed on this map of the UCLA 
campus are the locations of 
the ground vibration 
sensors (stars), spaced 
100 meters apart. 
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is deploying a 50-node array of seismic sensors across the cam¬ 
pus in an attempt to learn part of the answer. The first step is just 
to accumulate the data, recorded from the ground at 100-meter 
intervals—a much higher resolution than that provided by cur¬ 
rent seismic sensors, which are spaced kilometers apart, says 
Davis. The researchers will then compare how the ground shakes 
to vibrations measured at the same time inside a campus build¬ 
ing wired by the U.S. Geological Survey after the Northridge, CA, 
quake of 1994. 

The goal is to develop a model of how fine-scale seismic 
activity affects different structures. Such a model—programmed 
into portable sensor nets that could be deployed temporarily in 
city neighborhoods—could help urban 
planners learn where geological condi¬ 
tions tend to magnify quakes and how to 
make buildings in those areas safer. In 
the future, sensors placed near fault lines 
could even detect approaching seismic 
waves and trigger alarms, giving building 
occupants precious seconds to get to 
safer areas. But, Davis says, “That’s blue- 
sky stuff.” 

GOOGLE FORTHE PHYSICAL WORLD 

mart, autonomous, and self-aware: that’s the ultimate 
vision for sensor nets. In many ways, it is blue-sky. But two 
industry projects provide glimpses of a networked future. 

There is a danger that accessing the data collected by sensor 
networks will be like “drinking from a fire hose, only worse,” says 
Feng Zhao, manager of the Embedded Collaborative Computing 
research area at the Palo Alto Research Center in California. In 
other words, being inundated with too much data can be just as 
paralyzing as not having enough. It’s a dilemma that anyone 
using the Web is well aware of. And, says Zhao, the solution for 
sensor networks may be similar. In an effort to construct user- 

Sensing the Potential 


friendly interfaces for sensor networks, Zhao’s group is experi¬ 
menting with a new breed of search engine that he describes as 
“like Google for the physical world.” 

Imagine, Zhao explains, logging onto the Internet and typ¬ 
ing in, “Does my lawn need more water?” The network would 
translate the question into a standardized database query, exam¬ 
ine figures from moisture sensors around your home, and send 
back a prompt yes or no. Similar systems for supply chain man¬ 
agement and security could be available in five to seven years, 
says Zhao. At warehouses, managers could quiz shelf-mounted 
sensors about inventory trends, while guards in secure facilities 
could program smart networks of motion sensors to sound 
alarms when they notice suspicious pat¬ 
terns of movement. 

Eventually, sensor nets may even 
seem alive. At a U.S. Army base in Fort 
Leonard Wood, MO, this April, Sensoria 
engineers demonstrated a disturbingly 
self-aware system that physically re¬ 
arranges itself in response to changing 
conditions. As 80 spectators watched, an 
Ml-Al Abrams battle tank rumbled 
across a field with a plow attached to its 
front, blazing a trail through a thicket of 
unarmed, 12-centimeter-diameter mines. 
After the tank crushed a half-dozen or so of the mines and pro¬ 
ceeded on its way, the remaining mines redistributed themselves 
to fill the gap behind the tank—hopping through the air with 
firecracker pops emanating from tiny rocket boosters. 

The mines accomplished this feat by emitting and listening 
for acoustic pulses that helped them locate their neighbors to 
within a few centimeters, says Kaiser. A disturbance in the net¬ 
work prompts the mines to figure out which neighbors have 
been moved or destroyed and calculate how to redistribute 
themselves. On a real battlefield, such smart mines could defeat 
enemy mine-clearing efforts, or even move out of the way for 
friendly forces and then reestablish 
defenses behind them. 

Despite such dramatic demonstra¬ 
tions of the power of wireless sensor nets, 
it’s hard to predict whether defense, 
manufacturing, or some as-yet-unknown 
field will play host to their killer app. “It’s 
like PCs in the early 1980s. People 
thought they would be used mainly to 
balance checkbooks,” says Delin. As for 
the near-term commercial market, it will 
be a “delectably messy environment for a 
while,” with plenty of opportunity for 
newcomers, predicts Ember’s Poor. That’s 
because the potential applications are all 
around us—anywhere useful information 
can be extracted from our environment. 
When today’s research is translated into 
inexpensive, crashproof products, it may 
signify nothing short of a merger between 
the virtual world and the physical world. 
“It’s going to happen,” says Zhao. “The 
nil 


COMPANY TECHNOLOGY APPLICATIONS 

Crossbow Technology Modular motes with Environmental 

(San Jose, CA) interchangeable sensors monitoring, security 

Dust Four-square-millimeter motes Inventory tracking, surveillance 

(Berkeley, CA) 

Ember Self-organizing nodes and Building and factory 

(Boston, MA) software automation, defense 

Intel Modular motes with Monitoring of farm, wildlife, and 

(Santa Clara,CA) interchangeable sensors manufacturing sites 

Millennial Net Dime-size, low-power Building automation, meter reading, 

(Cambridge, MA) nodes and software supply chain management 

Sensicast Systems Mesh-networking Museum security, landscaping, 

(Needham, MA) software for sensors horticulture 

Sensoria High-performance nodes Defense networks,automotive 

(San Diego, CA) and software and health-care systems 

Xsilogy Radios, sensors,and Industrial and equipment 

(San Diego,CA) networking software monitoring, heating and ventilation ... 

_ question is, how soon? 


TRANSLATING TODAY'S 
SENSOR-NET RESEARCH 
INTO PRODUCTS MAY 
SIGNIFY A MERGER 
BETWEEN THE VIRTUAL 
AND PHYSICAL WORLDS. 
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Building hope: The University of Michigan's 
David Humes holds his"kidney in a 
cartridge,"a device that could help patients 
suffering from severe kidney failure. 
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A round a hospital’s intensive-care unit it is often called the spiral of 
death. Chemotherapy or an infection knocks a patient’s kidneys out 
of service, and within a day or two, inflammation spreads through¬ 
out his or her blood vessels. Blood pressure crashes, starving the 
body of oxygen, and in short order the lungs, liver, and other organs 
begin to fail. Replacing the kidney’s most basic function by using conventional 
dialysis to clear urea and other wastes from the blood is of little help. More than half 
of those caught in the grip of acute kidney failure die. 

But in a small clinical trial completed last winter, a novel treatment offered the 
first real hope for patients in acute kidney failure. Six out of the 10 critically ill 
patients beat the odds and survived; all but one had been judged to have no more 
than a 10 to 20 percent chance of living. 

What appears to have saved them is a plastic cartridge the size of a pair of 
stacked soda cans containing an unconventional active ingredient: one billion 
human kidney cells thriving inside 4,000 translucent, hollow, plastic fibers. It’s called 
a bioartificial kidney. Developed after a decade of research by University of Michi¬ 
gan internist David Humes, this hybrid of living cells and artificial structure is at the 
forefront of a pragmatic effort to find an effective treatment for people whose 
organs have failed. Though the research may not be as glamorous as attempts to 
develop an all-artificial heart or other completely synthetic organs, the strategy has 
a distinct advantage: it seems poised to save lives now. “It’s clearly a very promising 
technology,” says William Harmon, a transplant physician at Children’s Hospital in 
Boston and president of the American Society of Transplantation. 

BY PETER FAIRLEY 


For many patients with organ 
failure, artificial devices like 
dialysis machines are just not 
enough. Now doctors are 
combining the unique pro¬ 
perties of human cells with 
man-made materials to 
create bioartificial organs, 
including kidneys and livers, 
that could save thousands. 
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Bioartificial organs’ most compelling 
use may be for kidney failure patients. 
While a strictly artificial device such as a 
dialysis machine can cleanse the blood, it 
can’t replace or mimic the subtler meta¬ 
bolic functions of a large, complex organ 
like the kidney. Dialysis machines just 
don’t do enough to save most patients in 
acute kidney failure. Nor, in the long 
term, do they do enough for the hun¬ 
dreds of thousands of people with chron¬ 
ically diseased kidneys. “Patients who are 
undergoing chronic dialysis become mal¬ 
nourished, and they sort of wither,” says 
Harmon. The solution, believes Humes, 
lies in harnessing kidney cells them¬ 
selves—cells that can rapidly react to 
changes in the body’s environment in a 
way that machines simply can’t. 

The kidney-in-a-cartridge, which is 
being developed by Lincoln, Rl-based 
University of Michigan spinoff Nephros 
Therapeutics, could be ready for wide¬ 
spread use in as little as three years. And 
it’s only one example of the increasingly 
popular strategy of using living cells to 
do the heavy lifting in artificial organs. 
Several academic labs are developing 
similar devices packed with liver cells to 
chew up the toxins that accumulate in 
the blood when the liver suddenly fails. 
Already in human trials, these bioartifi- 
cial livers could help patients in acute 
liver failure, whose only chance today is a 
rare organ transplant. 

While bioartificial organs offer bene¬ 
fits that purely mechanical devices can’t 
match, they still have some severe limita¬ 
tions. For now at least, they are external 
devices, and the cells inside them stay 
healthy for no more than a few weeks. 
Even such temporary support could be a 
boon for medicine, sustaining thousands 
of patients and enabling them to regain 
the function of their own organs or sur¬ 
vive until transplant organs become 
available. But the real revolution will 
come with the development of perma¬ 
nent, implantable bioartificial organs. 
That will require new materials that allow 
the cells to receive nourishment from the 
body but still protect them from attacks 
by the recipients’ immune systems. Such 
devices are years from fruition, but 
Humes and other researchers developing 
living temporary devices have started lay¬ 
ing the groundwork for them—with the 
potential for eventually saving hundreds 
of thousands of lives. 


CELL POWER 

ife without properly functioning 
cells can be hell, and no one knows 
that better than a dialysis patient. 
People with chronic kidney disease— 
400,000 in the United States alone—plug 
into dialysis machines three to six times a 
week. The machines pump their blood 
through permeable tubes, squeezing out 
plasma (the fluid and proteins making up 
the bulk of blood) and dissolved wastes, 
which are tossed out. Then the oxygen¬ 
carrying red blood cells and the white 
blood cells of the immune system are 
mixed with fresh plasma and returned to 
the body. Such periodic flushing extends 
the lives of those with diseased or dam¬ 
aged kidneys, but it doesn’t make them 
healthy. Regardless of age, life expectancy 
for most patients on dialysis is capped at 
five years. “There’s no question that dialy¬ 
sis in its current mode is an insufficient 
treatment,” says Harmon. Dialysis is even 
less effective for the more than 120,000 
Americans every year whose otherwise 
healthy kidneys are suddenly knocked out 
by infection, toxins, or strokes. Even with 
continuous dialysis, 60 percent of those 
facing acute kidney failure descend into 
multiple organ failure and death. 

There are few if any options. Trans¬ 
plantation of a healthy, compatible kid¬ 


ney is the only reliable means of escape 
from dialysis. But those in acute failure 
are seldom stable enough to endure 
transplants; and while transplants rescue 
14,000 people with chronic kidney dis¬ 
ease in the U.S. each year, more than 
50,000 languish on waiting lists, thou¬ 
sands of whom die waiting. Meanwhile, a 
fully artificial replacement for the kidney 
is unlikely any time soon. Bioengineers 
lack a complete understanding of what 
the organ does. And compared to cells, 
even the most ingenious mechanical 
device is woefully unsophisticated. “Cell 
therapy is based upon a billion years of 
Mother Nature’s research and develop¬ 
ment. We’re not that bright,” says Humes. 

The promise of Humes’s bioartificial 
organ is to deliver the full range of kidney 
functions, even tasks such as regulating 
the immune system that are barely under¬ 
stood by medical science. Though the fix 
is temporary, patients who survive acute 
kidney failure have a good shot at a nor¬ 
mal life, free of dialysis. For patients in 
chronic failure, cellular support could 
supplement traditional dialysis, arresting 
their slide into heart disease and infec¬ 
tion, improving their quality of life, and 
increasing their life span. 

Ten years ago Humes was one of the 
few nephrologists who believed that tem- 
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porary support with living kidney cells 
was desirable. He was an early advocate of 
the theory, now gaining ground, that the 
organ helps to control inflammation and 
that the loss of this control is what makes 
acute kidney failure so deadly. In the early 
1990s, Humes made the breakthrough 
that enabled the bioartificial kidney: he 
found a source of cells. Humes discovered 
how to isolate the immature cells that 
form the kidney’s tubules—its functional 
center. Within a few years, he had figured 
out how to coax these cells to form 
mature tubule structures in the lab. 

To make the devices that Humes 
and Nephros are testing, technicians 
harvest immature kidney cells from 
donor organs deemed unsuitable for 
transplantation and seed them into hol¬ 
low, plastic fibers (see “Bioartificial 
Treatment,” this page). There the cells 
multiply and organize to form a contin¬ 
uous blanket of tissue just one cell thick, 
transforming each fiber into a living, 
working kidney tubule. “It’s basically 
what you would see in a kidney,” says 
Humes. “It’s their natural architecture.” 

The first human tests showed that 
Humes’s kidney is safe. What is more 
exciting is that the device also appeared to 
pull a few of its first patients out of acute 
kidney failure, even though the U.S. Food 
and Drug Administration limited treat¬ 
ments in this initial trial to 24 hours. How 
such brief support from living tubules 
could save someone in such desperate 


condition isn’t clear. Humes believes that 
among the substances that the tubule cells 
add to blood are molecular signals that 
instruct the patient’s immune system to 
reign in the inflammation ravaging blood 
vessels throughout the body. By smother¬ 
ing this inflammatory “forest fire,” sug¬ 
gests Humes, the tubule cells stabilize 
blood pressure, oxygenating and rejuve¬ 
nating the patient’s organs. “We view this 
treatment as almost like a drenching rain 
for 24 hours,” he says. 

LIVING LIVERS 

umes’s success is raising hope 
among corporate and academic 
researchers who are busy devel¬ 
oping similar temporary-support devices 
for patients in acute liver failure, a rarer 
yet even more deadly condition. An acute 
case of hepatitis or a chemical assault 
(most commonly an overdose of the pain 
reliever acetaminophen) causes acute fail¬ 
ure in about 2,000 people in the United 
States each year. Without transplants, 
nearly 80 percent will die, as ammonia 
and other toxins in the blood degrade the 
blood-brain barrier, causing the brain to 
swell out of control. Liver-assist devices 
analogous to Humes’s bioartificial kidney 
are already in advanced human tests, but 
despite years of development, definitive 
success has been elusive. 

Bioartificial livers employ a cartridge 
full of liver cells to break down toxins in 


blood plasma fed into hollow plastic 
fibers. By taking over liver function, these 
devices could allow patients’ ailing or¬ 
gans to recover—or at least support them 
until transplant organs become available. 
George Mazariegos, a transplant surgeon 
at the University of Pittsburgh’s Thomas 
E. Starzl Transplantation Institute believes 
such devices might one day do more than 
carry patients through the most acute 
phase of liver failure; he hopes that by 
continuing to support patients for several 
weeks, bioartificial livers will enable an 
increasing number to recover the func¬ 
tion of their own livers, avoiding the 
ordeal of transplantation and freeing up 
donor organs for those in greater need. 
“Cell-based therapies are going to be part 
of the mix, for sure,” he says. 

Finding the right cells may be the key 
to success. The earliest bioartificial-liver 
devices used liver cells from pigs to de¬ 
toxify blood, but concerns over the pos¬ 
sible transfer of porcine viruses to 
humans—unlikely as many researchers 
considered it to be—frightened investors 
and dried up financing for these projects. 
In March, investors pulled the plug on yet 
another bioartificial-liver company. San 
Diego-based Vitagen was in advanced 
clinical trials with a device employing 
cells cultured from a human liver tumor. 
These cells had been “immortalized,” 
meaning they could be multiplied ad 
infinitum—so they were easy to come by. 
There are risks attached to using tumor- 



Bioartificial Treatment 

During treatment with a bioartificial kidney, a patient's 
blood passes from an IV into a"hemofilter"much like a con¬ 
ventional dialysis machine, where the plasma is removed 
from the blood. Instead of being discarded, the plasma is 
pumped into the bioartificial kidney's plastic fibers.The re¬ 
constituted blood returns to the patient through a second 
IV while the liquid waste drains out of the ends of the fibers. 
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Inside the fibers, tubule cells reabsorb water, sugar, and 
other nutrients from the patient's plasma and add in 
supplements such as vitamin D. Blood cells flow past 
the fibers, which protect the kidney cells from attack by 
immune cells.The tubule cells pump the enriched 
plasma through tiny pores in the fibers and back into 
the patient's blood. 
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Designer liver: In this bioartificial 
liver created by the University of 
Pittsburgh's Jorg Gerlach, cells can 
survive for months. 

PHOTOGRAPH 8Y KAREN MEYERS 



Capsule creator: Tejal Desai of 
Boston University has fabricated 
silicon dotted with nanopores (inset) 
that could provide both protection 
and nourishment to cells in bio¬ 
artificial implants. 

PHOTOGRAPH BY MICHAEL WARREN 


derived cells, however, and more signifi¬ 
cantly, the cells had less-than-normal liver 
function. Nonetheless, the technology 
was showing promise in trials, which were 
halted by the company’s demise. 

Normal human liver cells clearly 
would be preferable. Immortalized liver 
cells retain a youthful capacity for 
growth because they are frozen in an 
early stage of development, but as a con¬ 
sequence they have not attained some of 
their most important detoxification 
tricks. “Immortalized cells are blocked in 
their ability to mature, so their ability to 
support patients is minimal,” says Lola 
Reid of the University of North Carolina 
at Chapel Hill. Reid says that what is 
needed are young yet normal human 
cells, akin to Humes’s immature kidney 
cells, that can grow and develop to popu¬ 
late a bioartificial device. To that end, she 
is developing cell-handling methods to 
isolate and amplify immature liver cells 
from donor organs. 

Improvements in device design will 
help deliver more metabolic firepower as 
well. Jorg Gerlach, who recently moved to 
the University of Pittsburgh’s McGowan 
Institute for Regenerative Medicine from 
Berlin’s Charite Institute for Transplanta¬ 
tion and Organ Regeneration, has devel¬ 
oped a bioartificial liver that employs 
three types of hollow fibers woven 
through human liver cells harvested from 
transplant rejects. One set of fibers de¬ 
livers oxygen to the living cells, keeping 
them in metabolic overdrive, while the 
other two pump plasma respectively to 
and from the cells, a setup that resembles 
the natural architecture of the liver. “Our 
cells spontaneously reassemble into tissue 
structures. Under these circumstances, 
the human cells survive for more than 
two months,” says Gerlach, who has 
already initiated human tests of the device 
in Germany. Larger trials in the United 
States could begin within a year. 


ADVANCING IMPLANTS 

B ut what of the hundreds of thou¬ 
sands of patients with chronically 
diseased organs? Bioartificial-organ 
technology could restore their health as 
well—if it can make the leap from today’s 
temporary, external devices to long-term 
implants. Success with extracorporeal 
devices is inevitably stirring hope for 
bioartificial implants to treat this much 
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larger need. Though researchers have 
pursued the idea since at least the 1970s, 
the field had been all but abandoned after 
continual disappointment. The problem: 
researchers couldn’t find a way to fully 
shield the cells inside an implanted device 
from recipients’ immune systems. Studies 
of encapsulated liver, pancreatic, and kid¬ 
ney cells have all run into problems due to 
immune rejection. 

In fact, the porous plastic fibers that 
protect the cells in current bioartificial 
kidneys and livers from assault have failed 
in implants time and again. Their minute 
openings can defend against immune 
cells, but smaller armaments of the 
immune system, such as antibodies, can 
still penetrate the implant and, over time, 
break down its cells. It’s not a problem in 
temporary external devices, but in an 
implant, the detritus from dying cells 
passes out to the surrounding tissues, 
prompting scarring and blood clots. 
Eventually this seals off the implant, 
starving the cells still living inside. 

Advances in nanotechnology could 
provide the solution: a material able to 
handle the seemingly contradictory tasks 
of isolating the cells from the immune 

Bioartificial Potential 


system while allowing them to actively 
participate in the body’s function. Boston 
University biomedical engineer Tejal 
Desai believes nanotech can help fashion 
capsules with pores that can protect 
implants from even the tiniest immune 
invaders. “We can achieve absolute con¬ 
trol over what gets into the system, what 
gets out,” says Desai. 

Desai is developing a bioartificial 
pancreas that could extend diabetics’ lives 
and free them from pinpricks. She starts 
with silicon and etches it full of holes with 
techniques adapted from microchip pro¬ 
duction. The holes are 12 to 18 nano¬ 
meters across, a fraction smaller than an 
antibody molecule. Desai then shapes the 
porous silicon into a small capsule or disc 
and fills it with living, human pancreatic 
cells. Surgically implanted in rats whose 
pancreases have been destroyed, these sili¬ 
con capsules have elicited none of the 
clotting or scarring that doomed earlier 
implants. Moreover, insulin produced by 
the implanted cells maintained the rats’ 
blood sugar levels through the two-week 
test period, sustaining rats that would 
otherwise have perished in a matter of 
days. Within a year, Desai hopes to begin 


tests in large animals (probably dogs) of a 
prototype implant for diabetics. 

William Fissell, a researcher in 
Humes’s University of Michigan lab, 
believes that similar silicon membranes 
could be the key to bioartificial kidney 
implants. But unlike Desai’s pancreatic 
implants, a bioartificial kidney must filter 
more than 100 liters of fluid each day. 
That’s easy for a large external cartridge 
with pumps to do, but filtering that much 
fluid is difficult in a much smaller 
implant, especially when nanopores con¬ 
strain the exchange of fluid. The challenge 
is to design a material whose openings 
pass liquid efficiently and can support 
many tubule cells, yet which still protects 
the cells from antibodies. Fissell is already 
testing an elegant solution: stretching 
nanopores into elongated nanoslits with 
far more efficient fluid dynamics. If these 
slits can keep the antibodies out and filter 
fluids using only the body’s blood pres¬ 
sure, bioartificial kidney implants might 
one day replace dialysis for patients with 
chronic kidney failure. 

But until then, external devices like 
the kidney-in-a-cartridge are the best 
hope. Emil Paganini, a leading dialysis 
authority at the Cleveland Clinic, is con¬ 
vinced of the bioartificial kidney’s 
potential, and the technology has not 
disappointed him. Five of Paganini’s 
patients were among the first 10 treated. 
He vigilantly followed their 24-hour 
treatment and witnessed consistent 
improvement. In one case, a patient’s 
response to the treatment astounded 
even this seasoned physician, who has 
seen his share of against-the-odds recov¬ 
eries: the young man’s kidneys, poisoned 
by antifreeze, began to function again 
while his blood flowed through the 
bioartificial kidney, then shut off when 
the device was removed. “That blew my 
mind,” says Paganini. The patient’s kid¬ 
neys eventually rebounded, and today 
the man is healthy. 

After decades of frustrating research 
on purely artificial organs, such experi¬ 
ences are redefining the possibilities of 
organ replacement, reviving hopes for 
the struggling field. As Paganini puts it, 
“The concept of a bioartificial organ is in 
and of itself exciting.” But what’s even 
more exciting to physicians like him is 
that bioartificial organs, hybrids of the 
living and the synthetic, could soon be 
saving thousands of lives, nil 
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RESEARCH TEAM 

DISEASE TARGET 

TECHNOLOGY 

STATUS 

Nephros Therapeutics 
(Lincoln, Rl) 
and David Humes, 
University of Michigan 
(Ann Arbor, Ml) 

Acute and chronic 
kidney disease 

External and implantable 
bioartificial kidneys 

Human trials 

(external device 
only) 

Jorg Gerlach, 

University of Pittsburgh 

(Pittsburgh, PA) 

Acute liver failure 

Bioartificial liver 
using natural liver 

structure 

Human trials 

Lola Reid, 

University of North 
Carolina (Chapel Hill, NC) 

Liver disease 

Bioartificial liver 
using normal human 
liver cells 

Prototype 

Amaranth Therapeutics 
(Cambridge, MA) 
and Lawrence Rosenberg, 
McGill University 

(Montreal, Quebec) 

Diabetes 

Pancreatic islet cells in 
bioartificial organs 

Raising funds for 
animal trials 

iMEDD (Columbus, OH) 
and Tejal Desai, 

Boston University 

(Boston, MA) 

Diabetes 

Insulin-producing cells 
in nanoporous silicon 
implants 

Animal trials 

Microislet 
(San Diego, CA) 
and Daniel Salomon, 
the Scripps Research 
Institute (La Jolla, CA) 

Diabetes 

Insulin-producing cells 
in porous organic- 
polymer implants 

Animal trials 
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Family portrait: Juyang Weng focuses his 
attention on SAIL, his first "developmental" robot, 
while younger brother Dav looks on. 



TEACHABLE 

ROBOTS 


Want the perfect 
mechanical assistant? 

Forget about 
programming, says 
Juyang Weng. Just take 
these robots to school. 

Like any proud parent, Michigan State 
University computer scientist Juyang 
Weng has a lot to say about what sets 
his little ones apart from their peers. 
Traditional robots, he explains, must 
be specially programmed for new 
tasks. And you just can’t teach them 
much. Sure, they can acquire data— 
but only within narrowly defined 
parameters set ahead of time by their 
programmers. “But human learning 
is not like that,” Weng says. “Human 
learning is real-time, online, on the fly.” 
And that kind of learning, Weng says, 
is essential if you want a machine to be 
able to cope with the unexpected— 
unpredictable terrain, new people or 

PHOTOGRAPHS 


objects, noisy settings—which will 
surely confront robotic household 
assistants and military machines alike. 

In 1994, Weng and his team set out 
to build a robot with a capacity for 
learning like that of a human baby. 
They came up with a black, moon¬ 
faced machine named SAIL, short for 
Self-Organizing Autonomous Incre¬ 
mental Learner, endowed with what 
Weng calls a “developmental pro¬ 
gram”—a program that imparts attrib¬ 
utes such as curiosity. Then SAIL was 
“born.” “‘Birth’ means that the robot 
starts to interact with the real world, just 
like a baby interacts with his doctors, his 
father, his mother,” Weng explains. 
“These interactions make the robot 
gain a sense of the outside world.” 
Through such exploration, SAIL has 
learned tasks like navigation, identify¬ 
ing and sorting objects, even some 
speech. And he now has a younger— 
though physically more sophisticated— 
sibling, Dav. Weng introduced his 
robotic family to Technology Review 
senior editor Rebecca Zacks. 

BY CHRIS LAKE 
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1 - 2 . Just like a human child, a developmental 
robot such as SAIL needs good teachers. To give 
SAIL a lesson in navigation, for example, Weng 
and graduate student Xiao Huang walk the 
robot through the halls of Michigan State’s 
Engineering Building. SAIL’s two camera eyes 
survey the scene, while his human teachers 
push force sensors on the back of his shoulders 
to indicate when he should move left or right 
to turn corners and avoid passersby. Eventually, 
SAIL gets the idea and can navigate the hallway 
on his own. “Basically it’s like a kid on a 
bicycle,” says Weng. “You hold onto it to prac¬ 
tice, and you let it go when it’s more skillful.” 





3 - 4 . Who says Barbie isn’t an educational toy? 
Weng uses her, along with a host of other 
dolls and stuffed animals, to teach SAIL to rec¬ 
ognize objects. SAIL holds the doll using its 
orange arm and rotates it to get a look from all 
different angles. Weng presses small switches on 
the robot’s arm that tell SAIL that the name of 
this toy is “Barbie,” and that its size is small. 
After just three or four practice runs with a new 
toy, Weng says, SAIL can tell you the toy’s 
name on its own, using a voice synthesizer to 
speak it aloud. What’s more, the robot can sort 
the toys he’s familiar with by size, dropping 
them into boxes labeled “small” and “large.” 
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5 . SAIL’s intellect has grown a lot through 
years of such training exercises, but the 
robot’s body—with its simple sensors and 
restricted mobility—limits what it can ulti¬ 
mately do. So last year, Weng and his crew 
put together a new sibling for SAIL, a shinier, 
more humanoid creature called Dav, pro¬ 
nounced “Dave.” Weng explains the name: 
“It’s a kind of a variant form of the word 
‘development.’ We just changed it a little 
bit, from e to a.” Dav has camera eyes that 
can pan, microphones for ears, and lips and 
eyebrows for making basic facial expres¬ 
sions. His multijointed arms and hands are 
equipped with sensors that register posi¬ 
tion, force, motion, and other variables. 
Weng bends down to point out the equip¬ 
ment that drives the machine’s wheels. “Each 
wheel is handled by two motors,” he explains, 
“and the four wheels are synchronized so 
they don’t fight each other.” 



6 . Loading Dav up with sensors, effectors, 
and electronics presented a challenge, Weng 
says: dealing with all the wires. If each device 
were connected by its own wire to the central 
“brain” in Dav’s abdomen, he explains, point¬ 
ing out a sensor in the robot’s arm, “you 
would have a few hundred wires running 
through the elbow or through the wrist.” That 
would be an unacceptable impediment to the 
robot’s flexibility, so the researchers chose to 
network all of Dav’s embedded devices to 
save both space and weight. Even with such 
tricks, Dav weighs in at 242 kilograms. 

Despite his size and his mechanical 
sophistication, Dav is still a baby. Soon, he will 
start down the trail blazed by his brother 
SAIL, learning to walk, talk, and eventually, 
perhaps, understand the world around him to 
a degree no other robot has achieved before. 
And as Weng perches between his two off¬ 
spring, one has to wonder if they both might 
learn a little bit about sibling rivalry, flil 
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WHERE TECHNOLOGY COLLIDES WITH SOCIETY, BUSINESS, AND PERSONAL LIVES 



By Erika Jonietz | Photograph by David Deal 

TOTAL INFORMATION OVERLOAD 


Robert L. Popp 

POSITION: Deputy director, U.S. Defense 
Advanced Research Projects Agency 
Information Awareness Office 

ISSUE: Terrorism Information Awareness. 
This DARPA project, formerly known as Total 
Information Awareness, seeks better 
technologies to detect terrorist attacks but 
has roused the ire of privacy advocates. 

personal point of impact: Co-program 
manager,Terrorism Information Awareness 


TECHNOLOGY REVIEW: There have been 
wildly varying reports about what Ter¬ 
rorism Information Awareness seeks to 
do. Some groups opposed to the project 
have said it includes efforts to link pub¬ 
lic and private databases, with informa¬ 
tion ranging from consumer buying 
habits to medical records, into a giant 
“metabase.” Is there any truth to this? 
ROBERT POPP: First off, let’s talk about 
what Terrorism Information Awareness, 
or TIA [TEE-ah], is. It’s a visionary R&D 


program that is developing and integrat¬ 
ing a variety of information technolo¬ 
gies into a prototype system/network to 
detect and preempt foreign terrorist 
attacks. As technologists, we are trying to 
provide the foreign intelligence, counter¬ 
intelligence, and counterterrorism com¬ 
munities with prototype information 
technology that will lead to better col¬ 
laboration, analysis, and decision-making. 
If we successfully transition these tech¬ 
nologies to the operational agencies, we 
think government decision-makers will be 
empowered with knowledge about ter¬ 
rorist planning and preparation activities 
that will help them make informed deci¬ 
sions to prevent attacks from occurring 
against the United States. 

TR: Will TIA look at U.S. citizens to do 
any of that? 

POPP: No. TIA is not a domestic surveil¬ 
lance capability, nor is any U.S. citizen’s pri¬ 
vacy changing as a result of TIA. That’s one 
thing that’s been widely reported, and 
nothing could be further from the truth. 
We are providing operational agencies 
within the Defense Department and intel¬ 
ligence community with analytical tools 
that we hope will improve their ability to 
counter terrorism. These agencies are 
experimenting with the TIA tools using 
data and databases they currently have 
available to them, in accordance with 
existing laws, regulations, and policies. 

TR: So you’re not scanning databases. 
POPP: Correct. We’re not developing tech¬ 
nology that will surreptitiously scan or 
pull data out of a database. TIA is also not 
creating a grand database of dossiers on 
U.S. citizens, or developing collections 
technology to mine transactional or other 
kinds of data on U.S. citizens that is 
prohibited by law. 

TR: What kinds of information constitute 
transactional data? 

POPP: Examples might be the purchase of 
airline tickets to potential attack sites for 
reconnaissance, the purchase of materials 
for some kind of bomb, different types of 
communications transactions— 
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TR: Like this phone conversation, or an 
e-mail? 

POPP: Yes. Phone conversations, e-mails, 
chat messages, newswire stories, et cetera, 
are all examples of what we consider to be 
communications transactions. 

TR: Where do you think the false percep¬ 
tions about your work come from? 
POPP: Back in November of 2002, as the 
Homeland Security Bill was being passed, 
a national newspaper published a column 
that asserted the bill would permit DARPA 
to create a system—TIA—to continuously 
update electronic dossiers on the transac¬ 
tions of every American. As I said earlier, 
nothing could be further from the truth. 
But unfortunately a lot of news outlets and 
Web sites picked up the story and printed 
this information as if it were fact. 

In retrospect, we could have been— 
and should have been—more outspoken 
in the public and with Congress about 
what we were and were not doing in TIA 
to straighten out the record. The pro¬ 
gram’s name change is designed to help 
clear up the confusion, to make it 
absolutely clear that the goals of TIA are to 
protect the U.S. and its citizens from for¬ 
eign terrorist threats, period. 



_ 

_ 

_ 

_ 

_ 

BUDGETS. 


You need to get more out of what you have. We have just the thing: 
solutions based on our open technology platform, SAP NetWeaver. 1 
Because it’s preconfigured to work with your current IT investments — 


TR: So what are the technologies being 
developed under TIA? 

POPP: In broad terms, the technologies 
were focused on are collaboration, analy¬ 
sis, and decision support tools; foreign- 
language translation; pattern recognition 
and predictive modeling; databases and 
privacy protection; and biometrics. We 
have numerous programs developing 
these technologies, and TIA is the pro¬ 
gram that integrates these technologies 
into a unified network/system. 


and it’s fully operable with .NET and J2EE — SAP NetWeaver reduces the 
need for custom integration. That lowers your total cost of ownership 
for your entire IT landscape and gets you quicker ROI. Everything a CIO 
wants (and a CFO didn’t think was possible). Visit sap.com/netweaver or 
call 800 880 1727 for details. ____. 


TUI BEST-BUM BUSINESSES BUM SJ4P 


TR: Are any of these technologies anything 
like those people have expressed concern 
over—examining public or private-sector 
databases, for instance? 

POPP: Let me answer this by describing 
the two threads of activity we’re pursuing 
in TIA, namely, an operational thread 
and a purely R&D thread. This distinction 


© 2003 SAP AG. SAP and the SAP logo are registered trademarks of SAP AG in Germany mi several other countries, Other product or 
service names mentioned herein are the trademarks of their respective owners. 
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In the Lab 

Each month, this feature 
focuses on a particular 
project being hatched in 
MIT's myriad research labs. 



Spin-Off Spotlight 

An in-depth profile of one of 
the hundreds of commercial 
enterprises that spring from 
innovations conceived at MIT. 



Lab News 

Succinct, fact-filled reporting 
on recent developments 
within the MIT research and 
development community. 
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Opinion and analysis of 
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is important to understand because it has 
been a major source of confusion in the 
public about what we’re doing in TIA. 

The premise driving the operational 
thread is a widely held belief that the data 
necessary to effectively counter the ter¬ 
rorism threat is already in government- 
owned databases. This was certainly one of 
the conclusions from the joint House- 
Senate inquiry of the events that led to the 
failure of 9/11. For example, two of the 19 
hijackers were on the State Depart- 
ment/INS watch list; these same two 
hijackers were also sought by the CIA and 
FBI as suspected terrorists. The problem is, 
the data exist in different databases and are 
managed by different agencies. Within 
this thread, TIA is essentially doing two 
things: first, we’re building an R&D net¬ 
work to allow agencies to collaborate and 
experiment with prototype information 
technology for counterterrorism, and sec¬ 
ondly, we’re empowering these analysts 
with a variety of tools enabling better 
analysis and decision-making. 

There is another community of people 
who believe that all the data necessary to 
effectively counter the terrorism threat is in 
fact not entirely in government databases; 
this premise drives the R&D thread. 
Instead, there may be more information in 
the greater information space that might 
prove valuable for the government to 
exploit in its counterterrorism operations, 
but currently this data is not used due to 
legal or policy restrictions. This thread is 
testing the hypothesis that when terrorist 
organizations engage in adverse actions 
against the United States, they make trans¬ 
actions in support of their plans and activi¬ 
ties, and those transactions leave a 
signature in the information space. Those 
transactions will most likely span gov¬ 
ernment, private, and public databases. 

The challenge for TIA here is twofold: 
First, is the signature detectable when 
embedded within a world of information 
noise? Second, in what part of the infor¬ 
mation space does that signature manifest 
itself? Ultimately, our goal within this 
thread is to understand the level of 
improvement possible in our counter¬ 
terrorism capabilities if the government 
were able to access a greater portion of the 
information space, while at the same time 


considering the impact—if any—on the 
right to privacy, and then mitigate this 
impact with privacy protection technology. 
If our research does show a significant 
improvement in the government’s ability 
to predict and preempt terrorism, then it 
would be up to the policymakers, Con¬ 
gress, and the public at large—not 
DARPA—to decide whether to change 
law and policy to permit access to such 
data. One footnote: because the govern¬ 
ment today does not typically access some 
types of transactional data that may prove 
meaningful, all of this research is being 
done with synthetic, simulated data. 

TR: There’s quite a bit of public concern 
over ideas like that, and about technolo¬ 
gies TIA is developing like facial recogni¬ 
tion that people worry could be used to 
track them. How valid are those worries? 
POPP: All of us know that technology has 
shaped how hard or easy it can be to 
invade people’s privacy. The government 
already has plenty of technology right 
now that could be used to invade people’s 
privacy if used maliciously. But our laws 
are what control how the technologies 
may be used and applied and on what 
information. Our privacy is protected by 
the law, not the fact that it is technically dif¬ 
ficult for the government to quickly make 
sense out of the information that it already 
possesses. But this difficulty sorting 
through government information does 
make it harder to stop terrorists. 

Americans’ basic privacy will not 
change unless Congress changes the law 
on what information the government 
may collect and how it may be used. The 
issue in our view really isn’t a matter of 
technology. The difference between the 
tools and the rules, what can be done and 
what may be done, is crucial. Does pro¬ 
tecting privacy mean we should take away 
the few rudimentary tools that our agen¬ 
cies in the federal government have now 
to share data and collaborate—phone, 
fax, and e-mail? Of course not. Ulti¬ 
mately, what TIA is trying to do is give 
our counterterrorism agencies far better 
tools to do their job. 


For an expanded version of this interview, 
go to www.technologyreview.com/impact/. 
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I n 1923 a small watchmaker in Europe 
built the first watch to display the day 
and date while using an automatic 
movement. Only 7 of these watches were 
ever made and we’ve only actually seen one 
of these masterpieces in a watch history 
book. Antique experts say these watches are 
so rare that they could fetch more than 
$500,000 at auction today. 

As we researched early chronographs from 
the Schaffhausen region, we found that they 
were among the most complex and stylish 
works of art to be made during the Roaring 
20’s. And yet no one has attempted to 
replicate the vintage design and function of 
these early watches until now. The watch 
design that you see here has been 
painstakingly crafted with the inspiration of 
the earliest chronographs right down to the 
screw down crown. It is built with a classic 
21 jewel automatic movement, the kind 
sought after by fine watch collectors. 

From the sweeping second hand to the 
roman numerals on the unique ivory colored 
face, every detail has been carefully 


engineered to replicate the look and feel of 
the earliest chronographs. This six-hand 
movement includes two smaller dials that 
display the day and month. The third 
interior dial is a 24 hour military time clock 
in which the sun and the stars graphically 
depict AM and PM. 

This watch’s mechanical movement 
utilizes an self-winding mechanism inspired 
by John Harwood, who received the patent 
on the first automatic movement in 1923. 
Thus this watch never needs batteries and 
never needs to be manually wound. The 
watch comes in a beautiful case and 
interchangeable black and brown bands 
included. 

This series of the 1923 S watch is a 
limited edition allowing you to wear a watch 
far more exclusive than most new high-end 
models. 

This is a chance to claim a piece of 
watchmaking history in an elegant design 
that is still priced to wear everyday. This 
offering is being made directly to you so that 
you can add this watch to your collection at 


a very affordable price. The watch comes 
with our 30 day no questions asked money 
back guarantee. If you are not completely 
satisfied, simply return it for a full refund of 
the purchase price. This design might not 
reappear for another 80 years. 

Not Available in Stores 

Call now to take advantage of this 
limited offer. 

1923 S Timepiece >9^$199 + S&H. 

800 - 859-1602 

Promotional Code STR172 

Please mention this when you call. 

To order by mail, please call for details. 



nextTen* 

products for your next ten years. 

14101 Southcross Drive W , Dept. STR172 
Burnsville, Minnesota 55337 












THE CLEVELAND CLINIC 


LJ 


2003 Medical Innovation Summit 

Bench > Boardroom > Patient Bedside: The Need For Speed 


October 7-9,2003 


InterContinental Hotel & Conference Center 
Cleveland, Ohio 



The most high-powered clinical gathering of medical technology heavyweights ever convened 
will take place at The Cleveland Clinic, October 7-9, at the 2003 Cleveland Clinic Medical 
Innovation Summit. This unprecedented event brings together the CEOs of the world’s 
largest medical technology companies, the Commissioner of the FDA, top venture capitalists, 
thought leaders, attorneys, and world renowned physicians for two and a half days of intense 
analysis and discussion. The focus will be The Need for Speed - how to turn innovation into 
action and responsibly translate new technologies into the safest, most effective patient care. 

Summit attendees will include top-level industry executives, entrepreneurs, investors, and clinicians. 

AMA-PRA and CLE credit approved. To register online visit: 


WWW. CLEVELANDCLINIC. ORG/lNNOVATIONS 

For further information call 800-238-6750 
L imited Seating 


CONFERENCE 
TOPICS INCLUDE: 

• WIRELESS APPLICATIONS AND MOBILE ENTERTAINMENT 

• IDENTITY SERVICES AND DIRECTORY ASSISTANCE 

• PUSH TO TALK AND VOICEOVER IP 

• VOICE APPLICATIONS AND SPEECH RECOGNITION 

• MULTIMODALITY AND DESIGNING USER EXPERIENCES 


REGISTER NOW & SAVE $200!! 

WWW.PERVASIVE03.COM 
1 - 8 6 6 - 5 6 8 - 0 648 



PROFITING FROM UBIQUITOUS INTERACTIVITY 



DENVER, COLORADO I JULY 23-25 
DENVER MARRIOTT TECH CENTER 


PERVASIVE 2003 

THE MEETING PLACE WHERE DECISION-MAKERS LEARN HOW NETWORK 


APPLICATIONS ARE BEING REDEFINED BY THE LATEST VOICE, WIRELESS: 
AND IDENTITY TECHNOLOGIES AND SERVICES 


PLATINUM SPONSOR f EVENT SPONSORS 

=P=T“1 dandCherr X INFS'* ** £?ISX 1H1 

information services axtamSM, ioc. invent 
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SOUND 

WAVES 


2-D IMAGE SLICE 


By Tracy Staedter | Illustrations by John MacNeill 

3-D ULTRASOUND 


TRANSDUCER 


PROBE 


® Sound waves travel through the 
abdomen and are reflected or 
refracted, depending <in the den¬ 
sity of the tissue encountered. 


• As sound waves sweep^through 
the tissue, the transducer sehds the data 
collected to the system's softwareyvyhich 
calculates tissue thickness, size, and loda^ 
tion and converts that information into 
2-D image slices. 


• The computer combines hun¬ 
dreds of 2-D images to produce 
a 3-D sonogram, which can be 
viewed from different angles. 


B aby’s first picture is usually not a 
Kodak moment but a grainy 
black-and-white sonogram. Such 
images—generated with ultra¬ 
sound technology that sends 
harmless sound waves into the mother’s 
womb and measures what bounces back— 
usually tax the imagination of anxious 
parents trying to discern a foot, rump, or 
face. Images produced with new 3-D ultra¬ 
sound technology, however, are a marked 
improvement. The system uses a monitor, 
computer controls, a processing unit, and 
a handheld transducer probe, which emits 
and collects sound waves, to render nose, 
lips, eyes, fingers, and toes in astonishing 
detail. It’s as if someone photographed a 
clay model of the fetus. 

Ultrasound was first used for clinical 
diagnosis in 1942 by Austrian psychiatrist 


and neurologist Karl Dussik. By the 
1980s, improvements in microprocessor 
speed had advanced it into the 3-D arena. 
Kazunori Baba of the University of Tokyo, 
Japan, devised the first successful 3-D 
ultrasound system for obstetrics in 1984; 
it compiled a series of 2-D “slices” into a 
3-D sonogram. But it has really been in 
the last couple of years that inexpensive 
computer technology has made it possible 
to acquire, reconstruct, and display 3-D 
images quickly, says Aaron Fenster, direc¬ 
tor and scientist at the Robarts Research 
Institute’s Imaging Research Laboratories 
in London, Ontario. 

Today the technology is being devel¬ 
oped by a wide range of companies, 
including Philips Research, General Elec¬ 
tric, and Siemens. Its improved imaging 
allows doctors to identify or rule out 


defects such as cleft lips, club feet, and ver¬ 
tebral malformations/! would expect that 
in five years, every ultrasound machine in 
use will have a 3-D option,” says Fenster. 

Applications for 3-D ultrasound 
extend outside the realm of obstetrics, 
too. Radiologists use the technology to 
locate blood clots in veins and arteries; per¬ 
form noninvasive breast biopsies on sus¬ 
picious lesions; diagnose problems in 
muscles, tendons, or joints; and analyze 
pains or masses in the abdomen or thy¬ 
roid. But most people will associate 3-D 
ultrasound technology with that first 
glimpse of a new life—the unmistakable 
faces and features of their yet unborn 
daughters and sons, fin 


For an animated version of this illustration, 
go to www.technologyreview.com/visualize/. 
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THINKING LIKE A VIRUS 

hy did it take less than two weeks to find the 
mutant coronavirus responsible for Severe 
Acute Respiratory Syndrome, or SARS, while 
it took the better part of three years to find 
HIV? There are many reasons—including 
better technology and a less elusive viral target—but don’t 
discount the unprecedented level of worldwide communica¬ 
tion among SARS researchers. 

The success of a global research network in identifying 
the pathogen is an example of the huge payoff that can result 
when researchers put aside visions of patents and glory for 
their individual laboratories and let their work behave more 
like, well, a virus. After all, the hallmark of an opportunistic 
virus like the one that causes SARS is its ability to spread 
quickly. Those mounting a response need to disseminate 
their information and innovation just as rapidly. 

As you may remember, collaboration was not exactly a 
strong point in the search for the virus that 
causes AIDS. That effort, while marked by 
some remarkable scientific work, was con¬ 
ducted mostly by individual labs working 
in secret. Pride, prestige, and profit were all 
very much on the line. So much so, in fact, 
that Robert Gallo’s lab at the National 
Cancer Institute in the United States 
wound up in a colossal wrangle for nearly a decade with Luc 
Montagnier’s lab at the Pasteur Institute in Paris over which 
team had rightful claim to discovering HIV—and which 
deserved a U.S. patent for an HIV blood test. Montagnier’s 
team even sued the National Cancer Institute, seeking a 
share of millions of dollars in royalties from a blood test 
patent garnered by Gallo’s team; the lawsuit ended with an 
out-of-court settlement splitting those royalties. There is no 
question that the fighting consumed time that could have 
been spent trying to combat the disease. 

Now fast-forward to the early days of the SARS out¬ 
break. This time around, a collaborative research engine was 
already primed. For years, a team led by Klaus Stohr, a 
virologist at the World Health Organization, has been ready¬ 
ing an international network of laboratories in anticipation 
of the next pandemic flu strain. This network of 11 labs with 
high-level biosafety containment facilities in nine countries 
around the globe swung into action to combat SARS. 

Stohr’s team activated secure Web sites that could keep 
the worldwide network of researchers, clinicians, and epi¬ 
demiologists in constant contact. This communications sys¬ 
tem was so well designed that researchers could display 
patient samples and electron microscope pictures in real 
time to colleagues continents away. Details of each lab’s 
analysis and testing of samples were posted online so 
researchers could instantly act upon relevant information. In 


addition, Stohr’s team organized daily teleconferences 
among researchers to discuss progress and obstacles. 

The result was that the already considerable intellectual 
firepower in each lab enjoyed the multiplier effect. Dick 
Thompson, a former science journalist who is now a com¬ 
munications officer at the World Health Organization 
responsible for facilitating communication between SARS 
researchers and disseminating emerging information about 
the disease to the public, says the advantage of the arrange¬ 
ment was obvious from the first. “People noted how differ¬ 
ent it was for them to work together,” Thompson says, “and 
it was a boost to everyone.” 

Of course, another benefit of close international team¬ 
work is that an environment of sharing is established from 
the start that can help prevent the messy kind of patent 
battle that occurred over the HIV test. In this regard, the 
research team at the University of Hong Kong that first iso¬ 
lated the SARS virus—led by microbiologist Malik Peiris— 
deserves special credit for openly sharing its results. The 

The researchers hunting for the SARS 
virus could have delayed progress by 
seeking patents or public acclaim.Thank¬ 
fully, they kept their eyes on the big pic¬ 
ture, with a huge public health benefit. 

researchers could easily have delayed things by seeking 
patent rights or public acclaim, but instead, as Thompson 
notes, “They thought about it for about an hour” and thank¬ 
fully kept their eyes on the big picture instead. 

Researchers at the U.S. Centers for Disease Control made 
a similar decision to share their results. Likewise researchers 
at the British Columbia Cancer Agency, a Canadian govern¬ 
ment lab in Vancouver, who sequenced the genetic code of 
the virus and posted it on the Web at dawn on a Sunday so 
collaborators wouldn’t lose a day of research time. 

Now, before the letters start pouring in, I know there are 
all sorts of factors that distinguish the search for HIV from 
the current SARS endeavor. They include technological 
advances in fields like DNA analysis; the difficulties posed by 
HIV, including the lag between infection and the onset of a 
variety of diseases related to immune deficiency; and the 
political foot-dragging associated with the perception of 
AIDS as a disease of homosexuals. 

Nonetheless, I still vote for global collaboration as the 
decisive factor. With all our emphasis on providing incentive 
for individual innovation, I think we often discount the 
power of the synergistic effects that can come from spread¬ 
ing innovation around. When fighting a threat like that 
posed by SARS, it helps to study the enemy’s tactics. Let’s 
hope we can continue to spread our ideas at least as rapidly 
and widely as the most opportunistic virus, fm 
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Turn any room in 
into a sun room 


your home 


Bring more than twice as much natural 
light into your home as any other lamp 


b 


light. The light from Fluorescent 
bulbs is concentrated on the yellow 
green portion of the spectrum giv¬ 
ing a room an ugly greenish color. 

Pure white light. The UltraLux' 
innovative difference is Full Spectrum 
lighting using all of the visible colors 
in sunlight. Full Spectrum light is 


Light equivalent to a 250 watt 
bulb, but the energy used is 
similar to a 60 watt bulb. 

\^Bulb has 10,000 hour life. 

questions asked. Call now to take 
advantage of our special offer. This is 
a special direct offer in conjunction 
with Full Spectrum Solutions, the 
maker of the UltraLux® Task Floor 
Lamp. 


I had purchased an i8watt flex arm floor lamp that was never 
quite bright enough for the detailed carving I do every day. Since 
I purchased the sswatt UltraLux Floor Lamp, I have a light that is 
bright enough to do all the tasks that I could not do in the past. 

I love the dimmable features and the clear glare free light it 
produces. What a great product. ” Artist -N. McCorry, Ann Arbor, Ml 



H ow often have you sat down 
to read and found yourself 
asleep in no time? Now it is 
possible to bring the advantages of 
the outdoor light indoors. When 
you think about it, there hasn’t 
been a significant innovation in 
lighting since Thomas Edison 
invented the first light bulb. By the 
twenty-first century, shouldn’t there 
be better light? There is. Now, a 
breakthrough technology using rare 
earth phosphors is available that 
will change the way you read, work, 
do your hobbies and even the way 
you see yourself. These rare earth 
phosphor lamps replicate the full 
light spectrum where an incandes¬ 
cent bulb’s light is concentrated on 
the orange-red part of 
^the spectrum creating 
ka dim yellowish 


made up of pure white light with an 
amazing color rendering index of 91 
producing more contrast and a sharp¬ 
er view. Complex hobbies and small 
type becomes easier to see and color 
matching is much more exact. The 
long neck of the floor lamp is flexible 
allowing you to point the light where it 
is most needed. 

This lamp is different than other 
natural spectrum lamps on the mar¬ 
ket. The UltraLux® is the only lamp 
with 55 watts and a lux rating of 
10,000. This is about three times 
brighter than any other natural spec¬ 
trum lamp on the market. The 
UltraLux® Task Lamp is also the only 
Full Spectrum light that is dimmable. 

Try it in your home. We offer a 
30-day money-back guarantee. If 
you’re not satisfied, just return the 
lamp for the full purchase price, no 


Not available in stores. 

Call now to take advantage of our 
special direct offer. 

UltraLux Floor Lamp—$149.95 
+ S&H. 

Promotional Code ULX142 

Please mention this when you call. 

Toll-Free 24 hours a day 

1 - 800 - 859 - 1523 . 

To order by mail, please call for details. 


We can also accept your check by phone. 


NEXTTe1T 

products for your next ten years. 

14101 Southcross Drive W. 

Dept. ULX142 

Burnsville, Minnesota 55337 
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RUSSIA AND MOSCOW A FUTURE 
POTENTIAL 

Russia is at last entering a period of economic 
stability. According to Prime Minister Kasyanov 
“there is a normalization of public life and a step- 
by-step restoration of the middle class, which 
suffered the most during the financial crisis of 
1998.” 

ENCOURAGING INVESTMENT & 
CORPORATE GOVERNANCE 

The further development of foreign investment 



Mr. Mikhail Krasnov, 

President of Verysell 

is dependant upon the creation of good 
corporate management practice. Many large 
companies have an open and transparent 
economic and financial policy, including a 
regular dividend issue. Also, successful 
Russian Initial Public Offerings (IPOs) in the 
west, such as that offered by GSM-giant 
VimpelCom, can help improve Russia's 
blemished corporate and stock market image 
abroad. Russian investors such as Level 2 
Consulting, offering terminals of direct access to 
NYSE, NASDAQ and AMEX, are also proving 
that Western markets are not out of reach. 

Progress in the financial sector has been made 
since the 1998 crisis, most notably through the 


stabilization of the payments system as well as 
through a disclosure of information bill actively 




prepared by the 
government. In 2002 
Russia was erased 
from the Financial 
Action Task Force's 
international blacklist 
of non-cooperative 
countries. 


TELECOMMUNICATIONS CELLULARS 
LEAD THE WAY 



Russia has been reorganizing telecommuni¬ 
cations through the enlargement of regional 
companies in Svyazinvest, a holding 
company that is 75 percent owned by the 
state and controls more than 80 regional 
operators. A real opening to competition 
cannot be expected before 2010, a date that 
is tied to Russia's WTO commitments. The 
Ministry of Communications and Inform¬ 
atization plans to develop the telecommuni- 
cations market 
across Russia, and 
will preserve some 
restrictions to liber¬ 
alisation. In order to 
reach Western standards, the Ministry 
estimates that Russia will need to accumu¬ 
late $33 billion in telecommunications 
investment over the next 10 years. Foreign 
players should be able to find fertile soil in 
the cellular industry. Norwegian Telenor, for 
example, decided to hook up with local 


! Level 2 


THE POWER SECTOR OPPORTUNITIES IN 
EQUIPMENT 


The privatization of the Unified Energy Systems 
(UES) and the reorganization of the energy 
sector dominates the debates, albeit a lack of 
financing to modernize the industry. 


Despite competition from foreign giants as 
Westinghouse Electric, General Electric and 
Pratt and Witney, Russian companies have 
consistently gained strength and market 
share since 1998. Russian Electrotechnics 
(RUSEL) is producer of secondary equipment 
for the energy sector. 

According to Nenad 
Popovic, RUSEL Pres¬ 
ident and Chairman of 
the Board of Directors, 

“Regarding privatisa¬ 
tion, new shareholders 
and new investors will 
have to invest in the 
restructuring of power 
plants. Therefore, as a 
producer of secondary 
equipment we are an 
excellent partner for 
these investors”. 


Full import-export services 
including customs clearance. 

Western Owned & Managed. 


■REND W 1 RLD 


Tel:+7 (095) 781 0202 
e-mail: info@trend-world.net 
www.trend-world.net 



We made the Russians 

keen on mobiles 


Bee Line GSM is a VimpelCom brand 

www.beeline.ru 


beb Aline 
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ORUSEL 

RUSSIAN ELECTROTECHNICS JSC 

"Turn-Key" solutions for power 
utilities, industrial customers, 
design and civil construction 


Member of 


Holdings 


• 20 companies anti factories in Russia and 
Yugoslavia; more than 7000 employees. 

i Construction of "turn-key" power substations 
of all voltage. 

> 'Turn-key" solutions for power generation. 

- Development, engineering and production 
of automation systems for technological 
and electrical processes. 

i Control and measurement products. 

> 'Turn-key” design and construction 
services in the public, administrative and 
civil construction. 

■ Sates and service network for more than 
40 offices covering the whole Russian 
territory. Ukraine, Belarus, Latvia, Yugoslavia 


EP! - Sakhalin Ltd, 


1 The leader of "Sakhalin Development 
Group Consortium" . 

1 Takes active rote in the oil and gas 
development projects on the Sakhalin 
island (15 billion USD Sakhalin oil and gas 
development project based on PSA 
Agreement between Russian Government 
and Global companies ExxonMobil, Shell, 
BP, Mitsubishi, Mitsui which are to be 
invested in next 10 years). 


* Provides extensive local added value 
required by PSA agreement and support for 
participants in Consortium. 

* Office in Yuzhno-Sakhalinsk and is in the 
process of establishing an office in Houston, 
Texas. 

* The quality control systems are certified by 
Western standards. 


111250, Moscow 
Krasnokazarmennaya St. 12/45 
Tel. +7(095)230 6244 
Fax. +7 (095) 230 6259 
e-mail: holdinQ@te-prQm.ru 
www.rus-el.ru 


For More Information please visit www.winne.com 
GSM giant, VimpelCom. “While setting 57 percent of all foreign investment into 


up a national network we make sure that 
it has a unified strategy throughout the 
country with the same technical 
solutions, the same billing system, the 
Same customer service and, of course, 
the same brand”, stresses Jo Lunder, 
CEO of VimpelCom / Beeline. “The 
Beeline brand has been linked to 
innovation and strong performance for 
Many years”, says Lunder with pride. 
Russia foresees 22.2 million cellular 
users by 2010. 

INFORMATION TECHNOLOGIES 
PROVING THEIR VALUE 

As the most experienced and one of the 
biggest companies in the Russian IT 
market, the Verysell Group of 
Companies has played a very important 
role in introducing information 
technologies to Russia's corporate 
world. Verysell has three businesses: 
distribution, telecoms and systems 
integration. “All activities are targeted on 
taking the best from the leading 
manufacturers in the west and supplying 
that technology to the Russian 
economy”, says Mikhail Krasnov, 
President of Verysell. 

MOSCOW THE 
ACKNOWLEDGED LEADER 

The city of Moscow has become the 
acknowledged leader in modern day 
economic reforms in Russia, attracting 


Russia and accounting for some 28 
percent of total Russian goods turnover. 
However, according to Tamara Vasilieva, 
CEO and President of Trend-World, 
provider of customs clearance, 
transportation, and troubleshooting for 
foreign companies in Russia, “It is very 
important in Russia to have the right 
connections and relations in order to get 
things done quickly.” Today, Moscow's 
business infrastructure boasts a road 
network of 4,650 km, 3 inland ports, train 
stations with an inner-city railroad 
network of 509 km, an extensive subway 
system, and finally 5 airports (including 
international airport Sheremetyevo 2, 
which includes Aerofirst's duty free 
shops) that host 53 airlines. Established 
in 1998, Aerofirst, a joint venture 
between Aeroflot, Aer Rianta and the 
Sheremetyevo Airport Authority, was a 
real breakthrough for Russian 
customers. The company soon saw itself 
dominate the market and reach world 
standards. “We are the absolute leaders 
of duty free trade in Russia and we hold a 
flattering position in the world duty free 
community”, Mikhail Dzamashvili, 
General Director of Aerofirst proudly 
emphasizes. 

In conclusion, Russia is currently living 
through a period of grace with an 
economic recovery and a vibrant 
business community centered around 
the city of Moscow. 




Verysell (formerly Merisel CIS) is one of 
the biggest and, having started its 
operations in 1990, is the oldest company 
in the Russian IT market. 

Verysell is a market leader in distribution, 
system integration and engineering and 
technical services as well as delivering 
telecommunication equipment for fixed 
and cellular communication systems. 
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Brewing coffee 


The Infuze™ Vacuum Coffeemakerproduces true 
vacuum-brewed premium coffee in less than 10 minutes. 


H ave you ever wondered what 

makes a truly great cup of coffee? 
Part of the answer deals with the 
quality of the water, and the quality of the 
bean you use. But the other part has to do 
with the coffeemaker itself. Where tempera¬ 
ture of the water and the amount of time 
the water is in contact with the coffee 
grounds are concerned, the Infuze™ Vacuum 
Coffeemaker steps in to take control and 
serve you a cup of coffee you'll never for¬ 
get—every time. If you're a coffee lover, 
can you imagine how it would be to have a 
perfect cup of gourmet, robust coffee every 
single morning? Or serving guests the best 
coffee they've ever had? It's possible with 
the remarkable technology of the Infuze" 
Vacuum Coffeemaker. 

The science of better coffee. The Infuze “ 
Vacuum Coffeemaker is a unique method 
for brewing a consistently great cup of coffee. 
Where ACD's (Automatic Drip Coffeemaker) 
only have a single pass of hot water for cof¬ 
fee extraction, and percolators re-circulate the 
water and coffee/water mixture repeatedly, 
the Infuze has performance/extraction 
characteristics closely related to the taste 
of a French Press. Featuring true "vacuum" 
brewed, premium coffee in under just 10 

The Infuze ” Vacuum Coffeemaker 
is a unique method for brewing a 
consistently great cup of coffee. 


Remaining 

water 


Water and grounds mix 


1 Pressurized steam 

Heated water 


Spent grounds 


Vacuum- 
brewed coffee 


• The taste and brewing/extraction perform¬ 
ance is unmatched by conventional ACDs 
(Automatic Drip Coffeemakers) and perco¬ 
lator devices. 

• Permanent filter—no need for paper filters 

• True vacuum brewed, premium coffee in 
under 10 minutes. 

• Brews 2-10 cups 

• Easy-to-use, easy-to-dean design 


NEW! 

Revolutionary 
technology sold 
exclusively through 
TechnoScout 


minutes, the Infuze 
has a tubular heating 
element that allows 
for variable brewing 
(two to 10 cups). The 
bottom vessel of the 
Infuze acts as a remov¬ 
able water reservoir 
and wide-mouth 
serving carafe. When 
brewing, the water is 
funneled to the top 
vessel to mix with the 
grounds after it's been 
heated. The volumet¬ 
ric/physics calculations 
of the lower vessel work as a "timer" to keep 
the hot water and coffee in suspension for a 
determined period of time that will result 
in maximum coffee flavor and optimal bean 
extraction. The coffee is then filtered back 
down to the lower vessel, while the spent 
grounds stay up top! With a permanent filter 
and "soft-grip" handles, the Infuze is easy- 
to-use, and also easy-to-clean! Just imagine 
no more annoying paper filters that lose or 
taint flavorful oils and have to be thrown 
away! Also comes with a convenient kick- 
stand for storing the top vessel after brewing 
cycle, and is completely programmable with 
a digital clock. Dishwasher safe. 


The InfuzeVacuum Coffeemaker con¬ 
trols the water temperature and the 
time the water is in contact with the 
beans. It has performance/extraction 
characteristics closely related to the 
taste of a French Press. 


Flavorful oils are not lost or tainted 
by paper filters when using the 
Infuze’" Vacuum Coffeemaker. 

Wake up to a great cup of coffee— 
every morning. Forget mediocre coffee 
in the morning! It's time to find out for 
yourself how the innovative technology of 
the Infuze Vacuum Coffeemaker can serve 
you an incredible cup of coffee every single 
morning! The Infuze comes with a 1-year 
warranty and is backed by TechnoScout's 
exclusive in-home, 30-day trial. If you aren't 
completely satisfied by the quality of this 
high-tech coffeemaker, simply return it 
within 30 days for the full purchase price. 

Infuze” Vacuum Coffemaker™ 

ZR-3107 .$69.95 each + S&H 

Please mention promotional code 24661. 

For fastest service, call toll-free 24 hours a day 

800 - 399-7858 

To order by mail with check or money order, or by credit 
card, please call for total amount plus S&H. To charge it 
to your credit card, enclose your account number and 
expiration date. 

Virginia residents only—please add 4.5% sales tax. 

LATEST.. .GREATEST.. NEATEST. . .COOLEST 
You can see hundreds of high-tech products at 
www.technoscout.com 

UCHNOSCOUT 

1998 Ruffin Mill Road 
Colonial Heights, VA 23834 

All rights reserved. © 2003 TechnoBrands, Inc. 


Vacuum technology 
brews the perfect cup 
of coffee.. .at home 
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LIVE VIA SATELLITE 

At first, the idea of communications satellites went over like a lead balloon 


O n August 12, 1960, NASA 
and Bell Laboratories sent a 
30-meter aluminum-coated 
Mylar balloon into space— 
launching the satellite com¬ 
munications industry. The project would 
never have gotten off the ground if it 
weren’t for the persistence of John R. 
Pierce, a visionary Bell Labs engineer who 
moonlighted as a science fiction writer. 

While Pierce was an electrical engi¬ 
neering student at Caltech, he wrote a sci¬ 
ence fiction story that took second place 
in a local contest. After he accepted a job 
at Bell Labs in 1936, he continued writing 
under the pseudonym J. J. Coupling. 
Because Pierce was known for his way 
with words, in 1948 colleague Walter 
Brattain asked him for help naming a new 
device that amplified electrical signals. 
Pierce suggested “the transistor,” and the 
name stuck. 


In 1952, the year Pierce became Bell 
Labs’ director of electronics research, he 
wrote an article in which he calculated the 
power necessary to transmit signals across 
wide distances via large balloon-type 
satellites. Over the next several years, he 
gave lectures and published scientific 
papers on communications satellites but 
wasn’t able to convince Bell Labs to pur¬ 
sue the potentially costly project. 

Pierce finally had a lucky break when 
he discovered that William J. O’Sullivan, 
an aeronautical engineer at NASA, had 
built a large metallic balloon of the kind 
he had envisioned—although O’Sullivan 
planned to use it to measure atmospheric 
density, not to reflect communications 
signals across the world. 

In 1959, NASA and Bell Labs agreed 
to collaborate on a balloon satellite, in 
what became known as Project Echo. 
NASA would provide and launch the bal¬ 


loon, its Jet Propulsion Laboratory at Cal¬ 
tech would build a West Coast station to 
send signals, and Bell Labs would con¬ 
struct an East Coast receiving station. On 
that August day in 1960 when Echo I was 
successfully launched, a recorded message 
from President Eisenhower was transmit¬ 
ted from Goldstone, CA, to the Bell Labs 
station in Crawford Hill, NJ. 

Echo I orbited the globe for eight 
years before finally falling back to earth. 
Pierce himself retired from Bell Labs in 
1971 and in 1983 became a visiting pro¬ 
fessor of music at Stanford University. 
Pierce died on April 2, 2002, at age 92. 
His original satellite would have many 
successors: 2001 alone saw 39 communi¬ 
cations satellite launches worldwide. 
Today, more than 150 communications 
satellites circle the globe, transmitting 
everything from phone calls to Global 
Positioning System data. —Lisa Scanlon 
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The secret to a secure enterprise lies in not just monitoring the parts, but managing it as a 
whole. That's exactly what ©Trust™ lets you do. In fact, our eTrust™ Security Command Center 
is the perfect solution to security information overload. It gives you the big picture from a single 
vantage point, with all your event information prioritized. So you can identify actual internal 
and external threats before they can wreak havoc. Anything less would be, well, alarming. 
For more information on security management, go to ca.com/etrust/management. 
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